@88 AT (ICTE , GTCHRA b, 033 [>T ¥

©i, (G @ O A& Faeltersl

w2 @ It 2 fotet
AT =t
ool

OIfFe: S0 HF9, d835/08 A, 03
s ‘ergef oy AR G fFrarsrar T NTCAZT 03 AW &0 |
1a: fEfEBrT fRarfer qUafr'a 98 R ¢Y.0¢.0000.059.33.005.35.9b; SIfFd: QU «fET 023 . |

TR @L,00,0000,013,33.005,%0.53/A>— & [T ¢ @y *tad @fFre, ‘wwgef w25 RSP Tfabm
Tl Il ARTIZT 033" GG Ko W7 efend F9F Fueed Wee ‘RR | Ao MECZAT aondTest
2T Tl R |

BIERISERS (G Tze
FfFa e g
Tomoe (el MRY) |
“wgr O ARTISTIR DT e ! AT 0%
2T

@R, fSEGE Hasr =gy, osb @32 ov8 2fre [ [ o= P JFeed o2 A Sebte
fRarset A resad, BMa SQRYN @ THATHER Mms Nt @32 T sifiwia @ sf{<rwee wifire fSfE6e Naoet
QTSR ToF 1 AT 2ITMCR; @38

@Ry, fefese fReisfar RfEen, os0 a5 [Rfd-v @ BfEbE farer ataRie el vy Ao fefasre
e <Y LTI Gl SAPIRNT NS R AN G FF0! 2RI FAT R2AMR;

TRy, fSfEbier fRaisier fRfAet, 030 @7 R0 @3 9t (¥) ¢ (o), RfF 4, 55, 53 8 »a @7 3fzw “¥w3y, @ 2ve
FAORCE fSfEbie (et arefs fAagst A3ee3s goxe e, 2

H-y: ARET
S PG, 2T 8 aRET—(d) 12 NG Fos)f o AR BREse e Jaor NIway, 20
i wfefze 23|
(R) 93 MITHAIIHR RAATA SR AR d¢ 97 S (WS H3eT g2yl 02 AT (g ey 22|
(o) fSfebE et are™, e 71T, (@ ©off3y fRiRe F[E @12 ©ifFed @3 oii3warz e 23K

3@ (3) R gpiceis SR @i fog 7 A, @2 oirgesm—

(@) “oi” o fSE6E Aot 9z, 05 (05 AT 8b 2 AiZ=);

(%)  “Si@wrel (Vulnerability)” s SA85 SICocag qdetsl, IR F 279 S G Hieserm [Rvger a1
cisirret (Confidentiality), Si2eet a1 5@l (Integrity) 932 seyeite (Availability) EfeIbFSIE
sfeifie F1 T,

() “qraf” o AR I ¢ 9F AN *AP© &b fNrerst qrss;

([) “FEER Beos” o o3 =1 3(8) (O A& FHAEHR H10ow;

(&) “og9el O AR oL ST RN (R) @ LIS Jg9fel Oy AR

(®) “fOfS5re Tz ad S «Er (@) © Aewifre fGiEbe Tore,

(® “fOfebier fRaierer” wigf wiist= «iHt X(F) (© Aewife fSf&sE st

(©) “fSfebie fNarsie B o fefers e fNatsiet f[Rfenet oo @7 (%) (@ Fewife b fNarsiet ALFE 6A1;
@ “fOfEbE wwa” o ©2f @ (I 2Yfe =13, 00y HHT (D) @ FLWIRAS IEHRGF AFT;

() “02 oG FY NS AYE G @B G TS S ATPINOPR Oy AT, SifFHIeTOTd @
RCRRRIRCER R EIER

(%) “qediol Agw AfFE (Disaster Recovery Planning) o€ w25 #3fer a1 861 Hirsw ize 33311
(L (T AGOTS BT ! &I P T,

(@) “q3 @@ 2@ (Remote Access)” 9 (T JIFFIR F$F IR GG @ATCACT FLICH
PG 2 ARSISCAICS oA

(© “vz faufae g€ (Remote Access facility)” =i g5 e NGCH AE@EE STHTo! AR ¥
FEETR It FATHIR 6T,

(©) “7 Fafae FHAC6R I IHATHR BIrsw” o 3wl w2y AR 17 e @i %6
FRATEIR BB, 932 T ARSI AR Seiiers yaf~afee JReife 3209 owye 330,

() “Ebenr farfer (Network Security)” o€ FS5T @G 8F I ST HrserE fHarster;
(®) “EESF @ uef FFATHR @oeAER AfFrsi Reifers wex;

(/) “ois” e Ry GHR ™ QR TGS WA wARGL Fievcww bfee qbfs a1 Srawet g3 s
(AT RGO, FIYACTS! I FAHAO! TS F AT,




ST ] JIETH (ITTD , GTTHFA b, 03 @8¢

M) “EfREIN G o TP W A48 OrR fofere o Fiees, @hews a1 anifaceews
TS JERCTE eSS At

(@) “Rfgenen o S o@iE 2489 fSfesT et [Rfgse, soxo;

@ “Teifere” ud fBfEE fNaeer s TeEefEee<;

() “WeeR” 9L AW IR () (@ FRS&INS AASATIH;

(F) “HIFCR @gweey IARFIE Brors” o oy A& I AAIH 2Y(FF oy oo srwaere e
@I OF I FPPIFFSIE FFo 23E;

(@) “Bress [ 2=:439 (System architecture review)” o1 g2l W, @HonF fSegEwg yerel,
AN TATG HLFH a2 PRIl SIWHALTAN @ @A TFH (Fq, HSE AWy Nl @
iEsrel BfEe FfHre fziEee Taz 8 @HeTE w7 o=:fAareet ¢ f{raye;

(©) “CRI AnIA” =g W Ll (F) (O LGNS ERT AMIHFIR

() 93 ANITHAIZE IO (T I =N A FO[GFF AWl @3 NITHAA AW T T A3, (73 F7el =N A
wfe3fer iz, RN ¢ 9y ¢ @i Y& w3, 200w 9 @ od FIT® 2MR G12 =L 2Aey 23|

oeH-y: B @ AffR

o1 AT AT By @ SAfRE: (5) ANCHR Lo By R NITAIRA AT 2 Sy 2300,
Jge7f o2y ARG fefasie fxiefel Aot Se ARTRIGTT F$F 9 T2ire Sfafks Jares Jww Nfe-
Rt IS 4

(}) MICMIER AffR: 93 “12oera GG Freier =izw, odp 4 5¢ 97 @R (@S FFat gl o7
AP (FCq ISy 23

TgH-0: PP o AT IR, Tonfn

81 e o SAfRFRICHT IRE:  (5) 9T NTC MIET 9 gl © ARSI, o R qwy,
fAaRfife -t s, 3
() TOlGIeT St (FT*Ie IR &y JF=)el O ARSI ey ISt AR I 45
(¥) IR o2 AR, e, Cfase e aaBr F_igemme dziF, B2 fers IesH
A @191 BF o F41;

() gl ©y ARSOGH T wwE Aaweerel, 2pfe  (Criticality), W= (Value), citASet
(Confidentiality) @32 f&er® J%9 (Privacy) U5 fofé Sftmr wigmee grneame Sl ore
CIRIECIEREEREEIR

(@ P o ARIIACS IITS ACSTIR, AFHCIF AAfere How Afer=ima oy Soige I$oewa
RPM® (Accreditation) 932 3w (Certification) 2= I7g 929 F41;

(e) ffre Sigrel Je (Vulnerability Assessment) SR g% @32 SARPT>OE @H 219 qdero! A
g% afegrg= (Countermeasures) WA g @32 T ofs, qderor A1 gfb, SNFTrer A==
(Vulnerability Mitigation) 7378l <1;

(%) I I (Risk Management) 2f&st 711 ifedifae afemwiEs 3908 a2t T4 932 Fareet ==6yow

(®) fEfebre MRt wiiwrs e i Rasat s 8@ I o ¢ et oofs AfSwmss arg 399w
R AT =% oFge I JF2oy| 2 AT Az AHT (©%7 I ORI MAFIRA AR® 5
M 340

(&) fefebiet st MfFreaeeR S10FT 2y 2yfe M I T 2429 F1;

(@ AL O AT SAfspieg wftce e Er>ove g 39 Fe @ 932 FeEifes
w12f6 AT, =izl =ifes, wel Fifwel AR e 2 e ¢ sTam axees 5 I

(@) #fFFHE-5> @ IS Tox PRI 6b1 PRl F41;
(5) IMZIR FArsfet TAFS e FIRFCH ATERIF A GIEH AT AW F4;
(3) QTS FEF AN A AWE S1= I =AM T



@8Y AT (ICTE , (GTCHRA b, 033 [>T ¥

(R) ST (d) @ I IR wifefzie MR ogesef o sAfzwoie ey F3(twca (Domain) && AR
eI A2 fNRIofel (e, ©25 ¢ @i 2yfer Aqfs, Afear @32 @3 AFee3E IfNe J! fHoee wfefie
[ A2 8 TR IR 2GS AolT FfRCI; AICHCa T ARPIONHAR &) 26y o2 92 SuII o2f ig
AR REwmREE i gvid R

¢! TIPS oy ARIOTH EfaReyer: RfEse e g R FEy wmE R, Jgeel oy
ARIFOIAPTIR FHE T 9T GIKF© (Fioreg ot Ao, 050 97 98+ ifis-

(@) ‘Rew @ 932 5F @fige AfSITRT MW @ el O SN A0 d¢ a7 Fq g2 ©2F
ARG RO (@1F® 227N, G1R 79T AfSDIpmR ‘g cifey,

(¥) ¥ g ATSHIPHRT T @ A3 ATSIH SI3= [T d¢ 99 & g9 oy ARSI e
@IS 23R, (12 75 2AfSHPIR ‘TS v,

(1) S T T IfTGT ATSHIPIRA M (T 7T fOI AR 41T 3¢ 99 SR gl © AfPIoen

97 g U ARFICN RO 0 2@ @2 @ a1 gl oy AT @ aifigs 71 @13 7
AP GO 7 5@y 2 AR ReTE 497 23R

HqLH-8: BT (AT

bl Y O ARFISICIRS AT AR (O) Ao gl o RN F9siF O ewidH
AR GFGH FAGIRNE (T ows [{va fH, /T & ﬁﬁzﬁmmf@%ﬁmﬁmﬁamﬁaﬂfi—w
fafire @R wifie o= FEE)

() (T AP o2 JFR7 02 ARIIICAR FIFH 932 7HE FIR @i 7747 2309 23|
(©) I AG f&G1er fAqriet iR eewi JAEYe *mewel 429 s e

(8) TR HBIeT TF (T 2o fofere fNateret JefHE oyif (@[T o=y o T avie SfRce i3, «32
fSfebter famerer R, sox0 R q S @I ot awiw T 230 AL (I ART 92 AT 3=
Aff*2-3 ¥ IS T B o7 FREI

(€) 93 SRS SR TS HLUNeT O FSIGGIe LI (A ¥ GG e Fe G2 FH00 23|
wigH-¢: ffEse farset

q| fefebtet fRarefet RfR® 23319 641 (Incident) SRRSF=: (3) @CHeg g9l oy AR &5
fRarsret [Rfre 2337 B 19 77, GIRCwE T PRI niftesied IR Aeabe fiene Narer [fve 2331
T T fqaafefe ©ay Sot-wermm (¥) @ 3w swfers, ffiesi, TeHifrre skizs 3R, 39 -

(@) IR O ARSI Fog 23R T RBifFs (K77,
(}) IR U ARBIICAR FIW, (FIFIE AACER AN @ A I 7=
() &b fReisfer Rfve 2331 WG 2o a2 T G 3N¥ ¢ fFoi ealbe 23R T2 [@ifve

IEEERR
(9) 1290 T FTATA A A} HAEFR TF ARTRICH @ TIF FTHER 1 TG oo Floas 3
ifreet 2 Rt

(2) TA-SIC=RT (d) 9 Bfafe ey fofebre fAsrsier Rive 233 <041 CIbADS 26 a2 AfRfHE-0F @ Iffe Faew
TIARBITE IR GRS RS 23|

(©) T o1 72AB® 2331 IR, T IR ARFICHT I TF FTG1H I FT51H PIEBTIg B 98 2oix @32
QT fFS S 773 o), fofiesid, Afipee 3¢ e 3 a1 T& 641 724t 23919 4 (3T®) FAMICH
ey, #AfafAE-02 @ e T f4ifae 2oea B (notify@dsa.gov.bd) =9 FfH® 23|

b ffREGIE fRarsrar I Mgt (o) Jgesl o2 sz e faiver i fHgam ovg, aster [y,
IS 124w e HieeE=l (National Cyber Threat Landscape) #iteo7<de e Afqwocas #f#e fEfeabr
fRtsfarz i g2, STy TGAF Felwa A 2o} Jo0H (Impact Analysis) 3R & I 01w +if7f#8-¢ @ 3o
JfF @fereia T2 Rad fHfResaeR 773! 429 IR0 3@




ST ] JIETH (ITTD , GTTHFA b, 03 @84
() PF=f ©2 AR FBfebier fFarsier e Ig==E o a3 fere AfeAeT o4 IR 932 TS A=y
R Wy fRefde R seye i, 32 -

(@) fofEbE faameel I IR vty FEifee FEReTeR AT 8 oMy sRRmRe! NRFT
i,

(%) PFoe o2 Ao Aforom feessad;
(*h T AR ffEbie st i GreiRers Joi@anR Sy e Mg [z,
@ fefabe s I Fge swfs =&,
(&) &G fNatofera i fMgster AfRrwe;
(5) PICoeE bt Sme fHive et fNarsier fwiga Fres (Security by Design Framework)
=T i
(©) g o2 AR, FeAfEEe 93 F4ifRe AweR Wy, S fabe Faeer I fFgad ¢ e
IS ARG 6 @R IR

> fRarser I AT Jgesf o2 AfRSee Ffre FHRT 1w Rdw: o) e o Ao
A fSfEGE farser s bieeem, T AfRFRITITS 7ffg Aemge J2R¥E JwEe wiftg ¢ FIRE, @32 SIRIme
wfefe wifces [RIRe =g fTPRe AfFre 2307, @32 B2, S [RIes w1, FRfs [Reemnr ewye AR,
9 -

(@) T O ARFIEICS FATS AT FAGIAA P AR B F Y ©27;

(X) AT TN 2ol O ARSIICHR FAGIA= wifre f=e;

(1) el O AR FIBINTL TFST THFe AL ARSI FHNC Afs) Ao oy Fafire sfee=
SICTE @2 BRIF FeAIpe] e |

o29-b: fOfEbIa fNqteiet e 23319 A1 Ao 8 Aferaiese

ol *qr@sad (Identification): (5) YIS © ARFRICAT AX® F>1Gye et et [Rfve 229 w61
fofe® ¢ Wqiew T 33317 A1 [REIFd ¢ 9o SIS 337, W2 oy 7R ffase et efe It [kfye
23 B! Biroraes Sneey, Ao e O AT @36 FE-TT ¢ ©2F 279 AfFR o AfFee
23|

() AT I O ARHOCAT TA-S05=7 () 9F TR 2A© FIH- A ¢ 2 SR 2ifeFiy Frwae! fgamd
ARG TG RS TR Ty w0s G T Je01T @ AT A

> FEfEBE et Rfse 23317 B A AffFsm: 0) 4o s o Az Satm Rt
e 2331 WG AfSrmes o= 93t e 2ferad #fissmr (Response Plan) 2iF® SR, 432 BT, &=+ [RAQR
gy, frfde i eeyge e, qan: -

(F) “AF IPAET @A BN @7 o IR @R T B Tppaes nifie, I ¢ oRma ARe
QAR 39 @32 T o1 AfSc M @ 2%fs fAdiaq;

(%) =iz, RfAET @ @3 oAr3eesE@a 98w e [Rfve 2239 DOt 7= [elt e siwfs @ f{ealit gomw
o fRiae;

() T=rret Rfse 2330 WA ol et @32 B Sfgaie dfen Frieaead;
(R) O 9 @ B 2SR g 21T s

(8) e dfea IrRiTT IR A& Gl THF© 7 A AT AGTONR FI>TOIR, 7191, I ORI
STy TS wifferge Ao e

(5) (S A T (I ATH TS PN o1&fS Fefiaet;
(®) o1 FTARE ARSI Ty 2w ~1%fs BfEeae

() ATTF TR A ARPICAT ToA-ST=A (5) I FIAH AA© AARFHAT FAE T ARBRICAR AT 7B we
e T PP A GRS ez e B2 AT @ e S|




@8k AT (ICTE , GTCHRA b, 033 [>T ¥

33| RILIA (Crisis) QAT Arore Y o ARBRIC, Sfebe e [Kfre 233w w61 2fecagw
ey, 93 ARILRIE AR IR AR 2oz IR, 932 T Sroeey JF2ojf o2 ARHIO1-

(F) I RICGR AW &G I @A I A 9feRF &=y ‘FI3PeT Wieercer s B Jie @ B
o IE;

(%) TBRy et [RfEe 2331 AT 77e Bieoesad 8 T AfStaed I3 a2 FHE;
(*) TR AFSARTFIN (TP B AA© FIEE;

(q) TGN GO O 2GR Sy I AGFIN A 55 foee fRe;

(&) T2 TFI RO Y© 8 FIFF AT ST 22 FHE;

(5) SogA AR ISR FIFF IR Sy ffirs Aoz 773! 429 IR

9gH-q: AT (Asset) JIFEAT

S| AfFrom I

() IR O ARPRIAR +fr>m bieerdeT T APrtm 93 wifere! TR 93t @EfersR JTwe
FREI

() PR ©2 ARBPRIHICS FI7© AT BIres (qN- ACS|IF, ATCEAF, @ eF, T9pifu) 2Afzr>m o2
AYfeperosita gevFe (updated) SRR AFCS 231 T wiferwiy, o=y Ry sy, fFaeide R swye
P, TAT-

(@) AR e S [l [RRad (T RIF0 SoAmaaiRt I (0%d 93 @ ARG TR
o fafem Ao 230);

(¥) ARPPATR Y39 S,

(*) T AP JIRAASIRA FACIG S I

(¥) AR @S I IHFE TEH;

(&) SETRA AT MR8 FCBT It AE ST AF® Az fReaNerer =9,
(5) (T2 1 FFRARIIN AR 72N piers A2y e

(©) AL O AR TH @HeAEA IRATAN (perimeter) 932 T AR AfX® FA2Y@ FHATHR
I SATHTR BB ANTeEF o T2l TA-re=m (3) @ I @i suge |

(8) 93 SR Iffe @GO Ty wifwige ARP>M or=n b+ 97 o8- fEfabE el I Fsiem
RIS edeael

wLH-b: PR O AFFISICAT 71 Nepre Rawifa

381 YEIEA: PR O ARFOICNR JeOrRC ey Gra™i fSfedre et [iRe, oo a5 [ o3 g
AT T AR R

3¢ | FTEIF TACGRT @1 BF o1ow: e et w12, 0db 4R > @7 B4R (J) S o F=e)f ©27
AR

S| FrifAss @t (Access Control): () Bl o ARFRGIe T Asoem  afte
FAGINT SIS AP AR (52 I O (@I FTFF T ATFIICACS AT SO 2T I FEHHA
A AFCS 23011 G2CFCG ORI AT Mers ¢ AW T oo 230 @32 W92 TR 395 Aqnirs
T G (PIAT FHPTE ARG I T2 A

() IR U ARFRICAR (ST SRFICAICS NS AT e JTerq TG, (T%9, Topiiv 771 [RiR-R=
S e o fAfPEHIN A I FEF T Ay <[RS WH12 IS 23




ST ] JIETH (ITTD , GTTHFA b, 03 @8%

weH-5: fEfEste Retaet goge At (Audit)
sa| &G FRreet I NI ANRILFS: (3) AT I O ARTRICT wiftrgeg TR, F2reifmeEe
I (NS AN [, WA, O AN SAF10rc= &G Fairex = g dRE|

() & R 2 Sy 23R, 2w, R ¢ 93 NIeA3s RYH 932 TGS 9, 97 7N, TRNF©
FA- AR NS ¢ ot dfeiifere 23cer et T2f fgeid =11

(©) TA-SERM (d) @ FA NI IR 3777 2331F wo (Tl Mg Mty 2tors 3wy o2y ARFPRINR ey
FHBIN AT AfSrames SEgferfst A=isifRprere et @9 S|

(8) THA-ST=M (d) @ [T Q2 AFF Al (T, AAGIAS, TF CA-SrRMA S P, N T, RIGP
e R 910 @I FRe ©27 AR oz, RIS ¢ @3 ArgeegEms [ReE SpRae s S 1y
SR aey R facs S|

(@) THA-SFCRY (8) 9 WA (I =T oAt F=1 230, AT el oy sAfFromeas #fAE i a1 =5
3T S srovim SRR Aeica Arssce o srifarer sfacs 3y AR
(&) TA-SCR=M (10) GF WA FAFFS AT 73 AT el oy ARPRICH 9 iz Fce 23@
(q) YT o2 AR RS-
(@) ‘AN &R JF=)el O AR CFCq, FAREET 393 LIRS (@Ir 2D MLy,

Q) TS @7 el ©2 ARFRIEN v, FRSFIE 9RA TR I qgo @Hei Afouis
I,

() ‘9O YR g7 ©2 ARPCHR CFea, FRIATITE 9T AP (PRI 2SI AT,
0 TS A

(b) FRo o2 SAFIoC SfEbe fNRrefer g HarwR T, [ fRf#E-8 (v 3o afere saifra wiferera
(Document List) e o= Sfaam fR{0w I 57> IR

Sbr | ALK AT () =W da 97 =R AAfFpifers e I Bfes o @, Jgwof w2y SRR
ATIBIET @2 ANITAIER R @32 TAEIET 98 wifigs o #fFpew swfs (SOP), FIE-TMEa T=ws I
RO ARSI Afiifere 230o0R A, Ol 230 IR O ARPRICAR Aifres® FAHER A% Afomma AR vo
() fae= ey Seifapieces 6 T SRR 2AfeIe=t F2FRE @Fh AN sAf7wa=t Togem FHE)

(R) T HAfseadn fFoir A fbfee wa R 4oty IRei Py 33 TR [eifts [Rawepr
T2l TSI AT e AR

(©) TR, T&F AT FEATH RO SCAGAIGFCN, ARG, SUAFHCS AP ALK ATPAT
ARTGAF N Too #Af7eem1 MR &=y o 2w Ffee AfReEE, 932 T2 Teifnee 399 sgeiive 236 o)l
O ARG e 270 T& AfFTae IV I

wgx-o: &GN HAtet 7T Aooe! 8

55 | TS&GTe fatsfet JE T Aol Jfe: 2ATors w7 o AR

(@) TR e IAGIA, (T 8 T ARPRICICS A= IR a3 a1 i b e g
AT THOO! BT & ARSI FHPbT 2”9l FHCR; 932

(¥) T F0P! T ARTRICNT A% 71 a1 ifdq SR, JIFFIA, FAEET, (©TF 8 ORI AR NS
20 2BIE I ARPTR fOfEsie farier e Ay wizy, Xfe, sirgeensy ¢ oy [fR-Raier geamet
T Aol I ATAEA Syt azel IR

o Fof&GIe fRater g FicF affrme: el o2 AR st nitee Hanfee s SR ©25
#Y& AR HFw AFaifes 2 ¢ 5w (@¥=- CCNA, CCNP, RHCE, MCSE, OCP, CompTIA, ITIL,
ISO, 29w, =2 @St Ay dfFrwe 8 Fw (@F=- CISA, ISO Lead Auditor, 25ifn), @izt HFERT Jews
Af¥pel @ 3 (@N=- CISSP, CISM, CRISC, OSCP, CEH, T@jifn) s 3f1e 23|



¢eo AT (ICTE , (GTCHRA b, 033 [>T ¥

3| RefEBE fRret I179R Spe (Exercise): (3) Atord e o2 ARSI fofEbe fRaiaer gt e
AR Gy AT oo S0 @32 G A Sicxifers 1133 B wg=iage S|

() T O SAfRFRIGH S witte Fafee SR M2E oewd [ @23 Afes JagaieEs
(Restore) Irefefe il Fofte Afqwsm1 sAem (Tabletop Exercise) SR

(©) TEgA ST FFY @I O AV FIACH TARGAT 9 Sy 2y 230 AT oyl w2y
ARPIOICHT TR FSfEbIet fAarsier g Seie e o2l N=ifbeed Wb @@= R

TLH-3d: AIIARFIRA € CIRE V[ I

R TRIRIIA € CRT ARTIIA JIFH: (d) AT IRl ©2 AFFIICH T2 @ AFFIoCHCS A=
JLHIY O ALTH, T ATAPIICAR TS (A 932 T ARGIOHAT ATl AR® 7T (oo I ERI gm0
TGS AN CRIF &=y I>{1fe w2y pfercs fBfEse fareet i e R dame =S s sfHes «ifia)

() &F piers, oy R weey, fNariet =i AfSwRad oFa 339 RIER owee 2|
(©) AT YF27A O AT
(F) (CTF A CRE v fEsE fNareiet 3337 7o 728 e st ([Ieet avie 2%fs R 3,
GEN

(¥) ISG G @x T T2 fNRrefer g Fdiase IR0 AIfAee; ok, Weh EMifsie av Wy fage s7<we
IR, W32 T (SO TRPIICAIC® NI NS AP 77 TRARFIN € G| A=A fFRisist 1513
SRR R[Sl ffer @RI I 7E 93 qIfRISA™ 77 70 17 FEH00 23

oL 5Y: T ARSI <=
(9 G (P FA TR S/ JIZIF (7T He)

R0 | FATE 25 (5) @heFE Rerew (Network Segregation):
ATOTT )l O AR
(F) B3 @GSTF IFHE (Architecture) FESTF @i [Row FRE; W32 @EFE T ARG &=y
@ @I G0 @ESTF (S (@I ©2F A THS 2 2T, G130 o@ AFIOICH 2300 Sy

@BSTF (T TF 2 I TS (AR T TF AT 300 (@ FEGSTF (S (I 9 A Tofte
@R T TR G2 FHSTF (S T AT M0 AT 3075 @32

(¥) I o2 ARBRIC T2 Rfen @i Jy ook o2 27127 @EeNF @i g AR
FEE|

() AR fAma (Access Restriction): 2SS 237 o2 ARERINL) 529 FeSIN SAfFF RIS 7ifre-
fefes orifes fRaEeR II8hE O 937 A< dca A ve SRk o=y Mafiresi AT @ 243w e

(¥) RO T (1Y WA GFIECET AW W, GI20FCd OF IIIGCE WY A @Y IR &y
A eeiR YFITHTRR IR 2T AT @ SARIFeR T ALY %S SFPrRet FR

(°h) BT ITRT FAFT AAHE T 20T GFHISH A% THATTT FI0R TACIRE FAFIS ALETHR &)
T ool Y Aol 9+ Namee SfHE; adg
@ oM IR REw Eferee . GIICHMRy w2y A ANdwsd (Multifactor
Authentication) I3 429 FRQ|
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(F) CIE AR TSR @ T2l *NTTq G Rl 02 AFFOCHF a1 g7 [Afers A I8 FIFR
fSfebter farier g o= FHE;

(}) R @ AL (6 -
() FRIGARTe WiH, IRy (Fq, YRO! I R30S AL YA FHCS;
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(Transmission) 8 (NCTeR s@el (Integrity) IR FRC;
(2) T DG HLCICN Gy AP S IR,

(%) IET TSt T AP, 2o o AR 2eife I AT ax F1rew I 2300
vR-fze AL AT SPTITS @i FiE0S;

(B) AL T ATHG ATSf e SHITST AT ANRG I |
(@) wi@wret (Vulnerabililty) g, Sopifu: 2ter 599 w2y Afswome-

(@) Ao PFRol oy AR S AT Faee ¢ fmmy IR g1t Bfeewaem St
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Sfafie 3 g9 0 23;
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ARSI FHAPI SGREIH 7 FIHS;
(q) TRARGIE 39 iAo 230 2rore el ©2 ARSI qerer gt @ (AfG=N G 97 Fenws
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(v) @R @7 fRatetet I AToTs gy 2 SAfRFIC-

(F) TS JIRET &) SATU® Gfe* a9 ©iferdt age PR & SffereR (F3e T& APy
ATIBIETS @ TGETe RISt GIFR AT GFAEH @ ALZH FHE;

(%) T SARIeET @ B2ie fBfEbier fareiel ey (@3el Serg siferwive af2ite= 732 3HE; 932
(°h) TAIYSICI 512 2ATFAF AT 74 T 230 AT @ SAFHR 7R € B IR SAW N |

(?) *15 IIF (Patch Management): 256 G<3#1e &y g o2 AfeRen Ruaffe gafm gz
A, 72m-

(@) AL O AR &= AL AP JIFHT A0S 2307, 92 TS oo A AgeR @ ie
HCS 233-

(o) AfREIEI, g3erel, #fze ¢ g e (Configuration) I, J[rweN=, 7w, fagioe!
AT 41,5

() AP T eI} ATSTS ANH GFF AWM #7ifbe 97 (g FIfEPR A T,
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AT T,

() ©oAfR-3IfS IR ozl T FIRARSICI AT 1 220 O (@I AN (7 242 45

(%) ST A5 JFeel AR FierS It fSfEbe et g Sfgosia IiTe 237N et &2 fHefa
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(%% ©, TR ()N ) TEF)]
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Gy AT FA-AARPEAT 2ioiz @32 T At AfA"E FAr7R T2 VIR I,
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(®) o et [N 22331 GAPHRT RRAEE @6 AL F41;
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oifeip! SgOF [HAMOSIF Qe 341,

FZRel 2 ARBRICIR AN I (@i F@=Aife, fSfebter i, Torifua ©ore o=y
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AfSfIfR ot @ fRaEe w4,
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I (SIAMIR FAT G2 TR I @ it w41

(8) P o ARFITHR IR AR (Perimeter) J7:

(<)
()
Q)

()
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©)

IR O SR RN 17 &y ATTEAT 2fofT @ TR AR T3
SRR AT FMGFFAC A NS PR 8 FF5H1 JZE A W3
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HTFS 3-(N2e FP I G CFOIA ANS-FIIH 9 (F1<fef fzef 1
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IR:ARN (@7 et e [Torzel AR g, e g wfehe @ fae
3T LRI A,

e AT w2 Reis Feew, «f2ite, ¢ wibiRamEs et e 4;
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(¥) RfFS o=y ¢ fNRreel JfF Hizoeze ¢ e 3=,
() VSl S TP @ AR R I
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(@) TS FARS ([T & IAIL SIS G 4= 15
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AT (F(q SfEbIe qrFa 8 G=fas= IJ724 F11;

(%) 48R (end point) JF! AR AL FACHCGH FITHT fame T4
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(b)
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R IR (12 e o qiE AL 2 321 Rg® #1707 ¢ Afofaweicx s F1;

G 512 (G5 331 I A1 220 (1rwia fofebr fAiaer araf3 a9 it swiers
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@GexF GeAEfe (Topology) © SIFGERGIR =T F1

P I AR SR IS AT/ 2WE (Disposal) 8 FHER (Transfer):

(<)

()

Q)

()

TR O AT T 9o 39 [4fifve Fifelfs ¢ epipifas sgvees fofers
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S YO AN ARG I I FE AR @ AN AP NLTH
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o T
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PROVIDING INFORMATION TO AGENCY

Information relating to Critical Information Infrastructure (CII)

The owner of the Critical information infrastructure is required to provide the following information to the

Agency-

A. The following information on the design, configuration and security of the critical information

infrastructure:

i. A network diagram depicting every key component and interconnection in the critical
information infrastructure, and any external connection and dependency that the critical

information infrastructure may have

ii.  For every key component in the critical information infrastructure, the following
details: (Fill the box in the right side of the below table)

a) Its name and description;

b) Its physical location;

c) Any operating system
and version,;

d) Any key software and
version;

e) Its internet protocol
address and any open
port, if the component is
internet facing;

f) The name and address of
the owner

g) The name and address of
the operator

iii.  The types of data processed on or stored in the critical information infrastructure (Fill in the box

below)
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1v.

Name

Contact

Job role

The name and contact of every individual having overall responsibility for the cybersecurity of
the critical information infrastructure;

B. The following information on the design, configuration and security of any other computer or computer
system under the owner’s control that is interconnected with or that communicates with the critical
information infrastructure (Fill the box in the right side of the below table)

The name and description of
that other computer or computer
system,;

ii.

The physical location of that
other computer or computer
system;

iil.

The name and address of its
operator, if the owner is not the
operator;

1v.

A description of any function
provided by that other computer
or computer system;

The types of data exchanged
with the critical information

infrastructure;

V1.

The operating system and
version;

Vii.

The key software and version;
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viii.  How that other computer or
computer system is
interconnected with or
communicates with the critical
information infrastructure,
including the communication
protocol of that other computer
or computer system with the

critical information

infrastructure;

C. The name of any outsourced service provider supporting the critical information infrastructure, and the
nature of the outsourced service; and such other information as the Agency may require in order to ascertain

the level of cybersecurity of the critical information infrastructure. (Fill in the box below)
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(Initial Assessment Form)

Track Number/Reference Number:

Name of Critical information infrastructure:
(Fill in the box below)

Focal point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address

Secondary point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address
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Information Security Event Description

Description of the Event

Provide brief summary:

Service Impacts in CIA Triad

Confidentiality Integrity Availability

Business Impacts in brief summary

Vulnerabilities Identified

Provide brief summary:
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Information Security Event Details

Description Date Time

Event occurred

Event discovered

Event reported

Is the Event Over? [ 1 Yes [ 1 No

Agency Will fill up

Agency Receiving Person Name & Designation

Receiving Time & Date

Agency Official Stamp
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(Final Assessment Form)

Track Number/Reference Number:

Name of Critical information infrastructure:

(Fill in the box below)

Focal point of contact for Critical information infrastructure:

(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address

Secondary point of contact for Critical information infrastructure:

(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address
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Information Security Event Description

Description of the Event:

What Occurred

Loss of service Loss of

equipment Loss of facility

System malfunction System

overload

Software malfunction Intrusion

attempt

How Occurred

Theft Fraud

Sabotage/Physical Damage
Malicious Code
Hacking/Logical Infiltration
Misuse of Resources Hardware
Failure

Software Failure

Hardware Maintenance Error

Why Occurred

Deliberate or Intentional
Actual Attack Accidental

Human error

Bad application design
Compliance violations Access
violations Physical/security
breach Uncontrolled system
changes Others (please specify)

Communication Failure

Fire

Flood Design

Error User

Error

Operations Error

Software Maintenance Error
Third Party Services
Others (please specify)

Others

Description of the Event in details: (Provide as much as information for understand the incident)

Related Business Impacts

I:l Financial Loss

I:I Personal Information

|:| Legal and Regulatory
Obligations

I:l Disruption to

Business Operations

Vulnerabilities Identified:
(Provide as much as
information for understand
the Vulnerability)

Others (please specify)
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Information Security Event Details

Description

Date

Time

Event occurred

Event discovered

Event reported

Is the Event Over? ] Yes

Provide brief summary of associate events:

POC

Official Stamp of CII
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TYPE OF INFORMATION SECURITY INCIDENT

[ ] Actual [ ] Attempted [ ] Suspected

Threat Source Occurred at what Level

|:| Organizational |:| Level Process |:| Level Information System Level
Type of Threat Event |:| Adversarial |:| Non Adversarial
Assets Affected

(Provide descriptions of the assets affected by or related to the incident including serial, license, version
numbers where relevant)

INFOrMAtION/DIAA oot ettt e e e e e e et e e e e e e e e e eeeeeeeaaaeeeeeeseaennaeas

HArdWare et e ettt s st ae s s e aaaaeeeeeeaaans

SOTEWAIE ettt et et e e et e r et e aaaaaas

COMIMUNICATIONS  tevtevetieieeeitieeeeeeeeeeeeeeeeeretetereeeeeeeeeseeeeeeeeeeessesesesesssessasssssssessssnssssssesssennnases

DOCUIMENTATION oeeeeiiiiiieeeeee ettt e e e e e et e e e e e se e e et eesseseaaaeeessssnesaeeeeessesanes

Business Impact/Effect of Incident
(Provide descriptions of the assets affected by or related to the incident including serial, license, version
numbers where relevant)

Breach of Confidentiality [ | cooiooiiiiiieieeeceee ettt e eee

Breach of INtE@Iity [ | coieoieeecece et ettt e e

Breach of Availability [ | oo

Breach of Non-Repudiation || oottt et et
Destruction e

Additional Notes:

INCIDENT RESOLUTION
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Incident Investigation Commenced Date ..o

Incident Investigator(s) Name(s) —  coocevveercieeciiree e

Incident ENd Date oeeiiieiieeeeee e

Impact End Date oo

Incident Investigation Completion Date ~ .....coeoiiiiinieeeeeee s

Reference and Location of Investigation Report ..o

Actions Taken to Resolve Incident

Actions Taken to Resolve Incident

Actions Outstanding

Actions Outstanding
(Investigation is still required by
other personnel)

Current Status of Incident

Current Status of Incident
(Open/unresolve/resolve/close/N
eed Escalation)

CONCLUSION

Identified Root Cause Recommendation for Improvement
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Internal Information Security Policies and Processes
SL No. Document Name (Applicable Based on Business and Operations)
Policy and Process
1 Information Security Policy
2 Acceptable Use Policy
3 Asset and Data Management Policy
4 Communication Security Policy
5 Compliance Policy
6 Human Resource Security Policy
7 Information Security Continuity Policy
8 Information Security Incident Management Policy
9 Cryptography Policy
10 Log Management Policy
11 Logical Access Control Policy
12 Mobile Device, Teleworking and BYOD Policy
13 Operation Security Policy
14 Physical and Environmental Security Policy
15 Availability Management Process
16 Business Relationship Management Process
17 Capacity Management Process
18 Change Management Process
19 Configuration Management Process
20 Continual Service Improvement Process
21 Documentation Management Process
22 Incident and Service Request Management Process
23 Internal IT Audit Process
24 Release and Deployment Management Process
25 Service Continuity Management Process
26 Service Level Management Policy
27 Cloud Service Policy
28 IT Asset and Data Management Policy
29 Problem Management Process
30 Information Security Steering Committee Formation Policy
31 Data Backup and Restore Policy
32 Asset Disposal Policy
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SL No.

Document Name (Applicable Based on Business and Operations)

Human Resource (HR) Documents

1 Approved organogram
2 Job Description (Roles and Responsibility Matrix)
3 Background verification from LEA (NSI, SB and DGFI)
4 Employee training related to IT Security
Data Center operations related Documents
1 Floorplan of Data Center
2 Camera layout and related documents
3 Substation and Generator Health Related Report
4 Network topology diagram
5 Data Center Maintenance Report
6 Server Rack layout Diagram
7 Top of the rack switch diagram
8 Vendor Agreement (SLA, AMC and OMC)
9 Data Backup Drill
10 Operating System patch and update details
11 Approved Software List
12 Service/System Availability Report
Capacity related documents
1 Data Storage capacity Report
2 Public IP block usage
3 Power consumption
4 Bandwidth consumption
5 HVAC capacity and usage
6 Server Capacity and Health Check Report
7 Network Capacity and Health Check Report
8 IT and Security Incident Monitoring Report
9 Data Backup Daily Report
Standard Operating Procedure (SOP)
1 Data Center SOP
2 SOP for all application and database
3 SOP for other related IT Operations
NDA, SLA, Services and Forms related documents
1 Service Catalogue
2 Non-Disclosure Agreement (NDA)
3 Service Level Agreement (SLA) and Customer related forms
4 User access form and process diagram
5 Change management form
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SL No. Document Name (Applicable Based on Business and Operations)
Supporting Documents
1 Supporting document for Penetration Testing and/or vulnerability scanning
2 Supporting document for Remote Access with/without 2-factor authentication
3 Supporting Document for Disaster Recovery and Business continuity Planning
4 Supporting document for log (Audit logs, transaction logs, event logs, error logs, message logs etc.)
management
5 Approved IT Risk Register and Risk Treatment
6 Previous Internal/External IT Audit Report
7 Gap Analysis Report (Based on ISO 27001)
8 Access Control and Privilege User Control List
9 Classification of Information and Asset
Inventory
1 IT Warehouse visiting report
2 Approved Software List used in the organization
3 Standard Software details of NOC PC/Laptops and MDC
4 Software Licensing details
5 Operating System Licenses details
6 IT Asset List
Other Documents and Reports
1 Fire-drill report
2 Service Request, Incident & Change Documents
3 Root Cause Analysis (RCA)

Other Relevant Documents
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(Risk Register)

RiskID| Risk | Information | Affected Risk Linked/ | Vulnerabi- Threat Impact | Risk Ratings | Priority [ Risk Risk Treatment Risk Residual | Contingency| Due Date | Date Risk | Next | Closed [ Comment]
Enlisting|  Security Asset | descript- | Conseque| lity Likelihood (VeryLow/ Owner Treatment [  Risk Plan for Risk | Treatment | Review | Date
Date | Objective (s) tion nce Risk Low/ Medium/| — — Decision Treatment| Implemen- | Date
Affected High/Very Existing| Existing |  Control | wpitigation ted
(confidentali High) Control | Control | Imp i
tyl integrity/ Effective- Plan Transfer/
availability) ness Accep-

tance)
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Risk Register Field Description

Risk: Risk is the possibility or likelihood that a threat will exploit a vulnerability to cause harm to an asset
and the severity of damage that could result.

Risk ID: A sequential numeric identifier for referring to a risk in the risk register.
Risk Enlisting Date: Date when the risk was first identified.

Information Security Objective (s) Affected (confidentiality/ integrity /availability): The goals/
objectives impacted by the risk to the organization in terms of confidentiality/ integrity /availability.

Linked/Consequence Risk: Highlight whether the risk is linked to any other risk.

Risk description: The title and description of the risk should be clearly recorded. Each risk description
should outline the RISK EVENT, the CAUSE(S) and the IMPACT that could result from the reasonable
worst-case scenario of the risk.

Vulnerability: Vulnerability The weakness in an asset or the absence or the weakness of a safeguard or
countermeasure is a vulnerability. In other words, a vulnerability is a flaw, loophole, oversight, error,
limitation, frailty, or susceptibility that enables a threat to cause harm.

Threats: Any potential occurrence that may cause an undesirable or unwanted outcome for an organization
or for a specific asset is a threat.

Likelihood: Estimate of how likely this is to occur.
Impact: Estimate of how significant the impact of this risk will be if/when it becomes an issue.

Risk Rating: Risk Rating is assessing the risks involved in the activities of an operation/ business and
classifying them (VeryLow, Low, Medium, High, Very High) on the basis of the impact on the
operation/business.

Priority: A relative indicator of the criticality of this entry in the risk register, either expressed in ordinal
value (e.g., 1, 2, 3) or in reference to a given scale (e.g. high, moderate, low).

Risk Owner: Name of risk owner / senior accountable person Who would be responsible for managing the
risk.

Risk Treatment: This phase lays out risk treatment options to mitigate risk to an acceptable level.
Mitigation, avoidance, transfer, and acceptance are some of the types of risk treatment options available to
security teams. Cybersecurity controls are used to mitigate risks. New controls might be required or
improved to properly mitigate future risk.

Residual risk: After safeguards, security controls, and countermeasures are implemented, the risk that
remains is known as residual risk.

Contingency plan: A contingency plan is an alternative plan that will be used if a possible foreseen risk
event becomes a reality. It is often used for risk management for an exceptional risk that, though unlikely,
would have catastrophic consequences.

Due Date for Risk Treatment: Timeline for Risk Treatment will be Implement.
Date of Risk Treatment Implemented: Date of Risk Treatment Implemented.
Next review date: Date when risk will next be reviewed / assessed / updated.

Closed date: Date the risk was closed.





