
feeirbiF aptFTffa an ffi, `o`o

i5ap ¢ canrmft asp fanft

Clap,trmrmft ® i5QITeng@ i]aeniTiT

RTEzi



9ma

5fty®m5iTtq"givT5qpF6whQq:twfaienjtanqapq7anmafro±apffro

en-FTancrin fl¢ XPF ffro I qTffi a:rm q[fas `f€rf@riJrq th:qi{prt' whng Thq7{q cma'q

lfgiv apTfro f5f5brm5t5rma m!¢rm with:rty t:qqTng ng7Fstmq tma{SiipiiT cam qgq

froi xpgiv th:mma  maeyey 5tq{vyq rfe5t5, "gfaap-, mf@ffro ® FTThffa chg'Ttqimg

cFta cmg qi5Tgr9 ® RE cq tapTqT eii{8 qqtgi ® frm qFTr9apg qnrfu qTapq fro qxpq I

5Qtr®mftrmgivfifetqqtxpqaBFfiiBrtffl9ili.`lT9nfi[Sgivmq7qiqanqF:9RErm®Tf*

qTfroifen"thFa5TirfuTREF`xpf"c`3iTrm-rfeisara,fflTfro,xptifqfS,fFTflqq

557Tfro i©ar T:apft fro 9ma; qieT ftlen "!¢7tiiir qrmra anqap RE q7qq'q qfro qi{q I

fenmarFF:9rPeiFantrai5maai5iTfanTmsi9q:apf5noFxpi5iq9tmi5]RTif€rfsffi

±rfeiqFaftffli5fenmtt7tFfl?finatetenFxpi5iap[qcprn@an.tqQrTqstqrfe
iqFflfttfaFtffialfrod¥i5q5ffl,qiqTq9imqafaperp:rrFTiftyaneyfrormqi5atani5T

ca S"9FT an en Qutap i

t,, f8fen mq7tF q{rfe qqgi{S qf6ffi (Borderless) qiqt xp ¥¢m igq3  cm-fatRE
iqrmt5 q9raltth m7FT anft d¥rmq`i7i5ita $9ii5tql :iiipfirra firfie qT56rf6ap in ®  qrfe qqFqft

iFianisi`fenfinqi5TqTir,`Osb.'-trmsOqgri{gfaeiifroxptrfuFTtqtFBfaHrm®an"

5iFTta 6RT FTfroey al¥fro I fl± FtF7 `fen ffaTqi5T fafapm, `0`0' qa fafa sO dr flfa

s¢rfef©xptrfemimrm,seqThfroey,fasrFFT{xpTaxptrfeffroqe5tffi
5i7ttafli5iitTqThaasfroif3fenxptrfuaimaaa.r€aii]]¢qfirrmFcaftffl

rm i9± stR5id a9i3iF ¢al qdri  .,, '

i©QIT®cm61whftafflT5FFT6BTqixpmstrmapFTicffrof€rfaSr5rxptffiq:a5ii5rfu

9fiieTmETtiFT6tR5ae5ffroffifithqfaTTfro?:[FmftQITffroitwSe`q5i'T'"q{qafirfie

cq can rfu rna qas dr i

RETEi

`®

Tar a/8S



•,:i:..'``,a:        `

qm-O>:dtalfa„........`.„............„„...............................„.....................„..................„.„.„...................,.4

>i                i=iian® aT6F ..... „ ................................................................................................... „.4

Q'                F{giv ............................. „''''''''.'.' .-.......................................-........,.-......................... 4

qgivoQ:enenamafro®ffl.....................................:.......................„...............„...................6

\Oi               9ii?\9cii?1 amarm® wh .......................................................................................... 6

8i                9ii§\9Oiia. `9aane  ffi ............................................................................................... 6

Tin-OO:  i3fa5iq  <pcsMtiq  ...................................................................................................................... 6

¢1             ?tqqsriq thi5fenqttfflap .... „ ............ „ ............................ „ ................................... 6

®i           ?,rmq6@q thf5fRErtyaf5Htan, ca6mngng ................................ „ ............. „ ........ 6

ql           ?,cflqtEfaq anfenqt" ~ten .................................................................... 7

w           a.cqqEfiq alf©mfatmaae ............................... „ ............................................ 7

qRT-o8: f© apcrfu an qlqan ..................................................................................................... 8

a I               fSfasioi <pcflifaq amqaqq" .................................................................... „ .................... 8

(q5)       givfRE: f©qgivmati @ilDiqitqffrofiTFT: .............................. 8

tap           defREF{givfan: „ ........................................ „ ..,........................ „ ......... 8

(fry             apcswfiq chffl qiqibic"iq T{tng: ......................................... „ ........................... 9

(q)           aptflirqq qltt7a rm an3T<:givfiwi: .......................... „ ............................... 9

sol              fcabici <pcflifiq qltREqma ........................................................................................ io

win-o¢: fSfabici <pcsiifiq qlttqa © .................................................................................................. io

>>1                qgiv ........... " ...................................... " ....................................... ''''' .............-...... 10

>`i             whwhT<givfae ......................... „ ..................................... „ .............................. io

>OigivwhF§givfan...................„....„..„.................................„.....................................11

s8i            qtesma a whm`garfu ...................................................................................... 11

s¢ I en a qtrfu an`i (tools & accessories) .......................................... „ .................... 11

q`+-O\b fsfasiq apcai@q en fflfflan ...........,..,...............,...................,..........................................,..... 12

>® I  c5F ijiSiffi ffi ............................................................................... „ ........... „ ................ 1 2

sq I aptflirqq tlan vfRE (Requisition) .................,.................................. „ ............. „ ......... 12

>> I apcfl+ffiq ch 5ten ¢fieniDii  ..............................,..................................................... „ ...... 13

`o I apcsitlrqq qan un an f}th (Evidence Assessment) ................................................. 13

`sifenmatqTtdefan..........„................................„.............„................................„i4

`` I f© in-an ch ......................................................................................... „ .......... 14

`O I apcaifaq CRE se ® affro ..................................... „ ................................. „ .................. 14

q`+-Oq:  apcswr"q dan rfu .......................... „ .................................. „ ..................... „ .............. „ „ ...... 14

`8if3inaptrfuqanapftng..................„„....................................................................14

q{t-Ob,:f5fenrmal5Trmqfun®froca......„.......................„„..............„............................15

`¢ I tw qfiaen ffl ................... „ ...............,......................................................................... 15

Q®iapfREfirfudefroqfi"...................'..............................„.....................................15

ds                                                 i uv

rty a/8S



`qicthf5givdefroqten(Extraction).....„................,...................„..„...................„i7

qm-o>:fienxptrfurtydrqlaTtmsch..„..............n................n....„..........,..........................„....21

`biiHtthwhTtFqan...................,.........................................,............................................21

Q>iqfREqanqrfe.........................„.......................„..........n.....................„...................21

Fen->O:fenxptrfugivqtqtqtxpfin.........................„....„..„..................„..............................24

®i©FHtthirmtxpfen.........,......................,.....,......................,....,...................,.....,24

O`i5fENGrfufan...„...............„..................................................................................24

ooicftyfREqafrofth.....„..............................„................................................„....25

qm-b>:±afhaagt5q!an®srm..........................................................................................26

o¢l©whiF5Tfty.............„...........n....„...................„..n....................................„.....26

O®iQFT5ifemf©qt7FTarfuaatrmct........................,...........,...................,....,...........26

q§rtys`:fenqtrfuFmtalffivTTrfum..„....„........................„„...........„...............................27

q<t-so:aptrfumaap9mfafi6en(QualityAssurance)........................„.........„..............„...27

Ob.ifltl5TtTfiffi5en................,..................................................................................,........27

O@ien"ian+5i5ilantw(component).......................................„.....................„.„.....27

v<rty-s8:ffi*faTmi@..................„.......................................................„............„.................„...„......27

8Oi           igFtat5hatmaso-sneT€:aFFft ................. „ ............................... „ ............................... 27

8si          aptrfufflFFqtmaFch .................. „ ........... „ .... „„ .......... „ .....................,......... 28

8`i            Qrty-en"onife ..................................................... „ ..............................,............ n28

8®ifenaptrfuanqfin............„..............................................„..„...............„...........28

88ifanaFten7Fqt5t...,.....,...................................................,....,......,........................,....,......28

8¢ivife.........................„....„...............„....................„.......,...„...........„.........„......„........28

8®lfiidiRE~........................................................................,..................................28

fiianlffiigivrfu.„.................„....................................„„........„...........„...............„.................„....29

ffi-os:fenqtrfurfugiFazFiaFxp5t.....,.......................n..................................„...................3o

rna-O`:fenqtrfuqfrocq5Fqfin¢aF.....„......„.........................„.....................„...............32

rm-oo:chseas(chainofcustody)........„..................„.......................................................34

rna-08:fenFqFtatrmiTgfaENch.........................„.....,......................................................36

rna-o¢:fenqqFtchqTrmrfuaifuaFT-6t¥...........„......„..........„............„.................n.........37

rna-o®:qfENchaffuaFT-6ts..........,......,.......„..................,............,.„...„...........................38

rm-Oq:apat5mFfifi5en~..........................................................................„„..,..............,...39

rna-Ob,:±amaazqmafhaal?............................................................................,................41

?.-/.--

rty ®/8>



iF:i-Os : 8TalFde

i I  Fttan ® dwi

(s) fl± 9tRBnd f8fen apcfltli3Iq> qm flt~, QO`` itm © ed I
tit ca wfin rfu dr I

tl  q:en

(>) faiTN ffl qTtestiT rfufl@ tapii ffa in Qrrffro, fl? fii?\!±ci i?cri-

(ap)       "qfan5i (Requisition)" iFof tapll G€ iTTiwhiT VI5an apffi al caplT

erfan  a§ma,  f5fen  <p.c¢!¢-==Tffa  'qji<cflbtac¢  calas  <pcfltlf3I¢.  i5FE  rfu

qiaBTmqTFstifetma-O`>;

(try         "?,cc.i¢Eti¢  tG;.>i¢\:9ita  (Electronic Discovery)" qof?:cqq>5iiq.  qfro F`ife

i5Qmffi  ±  qiqTys i©fty  fslS\O¢flft,  F:a7Fq,  fdrft,  9rfflBrm  ®  q5iF

EEEE]

(fry         "a;.i[c'rq>St:iq>  qfro q`ife i5amfi (Electronically stored information)"  Fof

capii ?,cci¢Sfi¢ iffl Ten 5-cFtr, ?-5Ttrfe, c7giv, \!9ibi c<?F, cercch al

qimT ?,cc.iq>sli¢ 2pflc+I clb q:rfe wh al i5QIT;

®       "?,cclchfiql mFr (Electronic Evidence)" i5lof apfaRE ch f± f85t5F di

5Trm ruTGTbici cha faifro I:alPe th;

(S)        "th (Incident)" iqof tq51] qiTapTffro Th whq flqsis ch fife ch Tha mat tapll

i5t3i7a at  ¢i2il¢c`r€:i  iFi5T at fin9ii5T ire dr  enta  flq:  qi<T 5Tanqvy¢

doe qlta th me de rna;

®       "c5tr iFiF as (chain of custody)" iqof f6fen al i5iFT fias Etap Gap th

flatte ffirfe qTqT f3fRE 7twra ffi@ ® c3apieT®¢i alfl fdeq Tap

qmal (qfae-OO) I

®       "f6fen i5ng (Digital Investigation)" i5iof 4iiF rfu met tqrfu qfro

f© mFr fsfSoq>flft, q:eiQ aiiigq5aft, F:aFq, fanq, anon ® 3aprm

Sat dr aa: cq mFr qan€¢xp¢ dr enta at m¢ de rna;

(gi)       "f8fen ipcfliTsi¢  (Digital  Forensic)" qof apfapRE, f8fen f8rfu ch qiT

f3fen cfro fiTffro F:rfe qT qife gT5T ire, ofa9€ey e faENq ffl

eiTi5 th 5Fthtr e $9im9iF a5ta iqq: tw a€rm 5]FT ± f© fen

1     fas qxpEEF  ¢.>,  iso/iEc/BDs  27037  f©  qiTF7  qqTi55fflft,  q`d€,  atd€ft  4q:  q`aiFq fitffl

[Guidelines for identification,  collection,  acquisition,  and  preservation of digital  evidence]  I
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(ffl)

(ap)

de6whPethffroftfflFTrfufrafteythq:rfeiFan¢f6fderfu

qffro ffro rm an;
"ftlen  ©  qJTae  HqTa5tth   (Digital   Forensic   Laboratory

supervisor)" Fof qq5ma apffl fffi f6fen finoii8t faraniim, `o`o iga fifa

s®to> fla Thrfu rfe 9nffl q5RT;

"f6fen Ftrfe fflTRE fde (Digital Forensic Laboratory Expert)" qof

fli55F Fffi fffi f© finfl5T fafwh, `0`0 i9a flf@ >¢t8j Qq: qq

fii?uci i?ti as rfe 9nm i5tffl;

(a)       "f6ftrwi mry (Digital Evidence)" iqof an xptrf F:ire th © i5Qtr

met Th7FT to ua5i5 dr 9mg;

(b)        "f8fen qttRT dan gFan  (Digital  Evidence  First  Responder)"  qof Rrfi

tan q5ma f© miFT F:as ® ofaeran rfeen©, ffi. f€rf€ibr5T qtrfe

5Fdi (€ib'e"T] in RE f© xptrfe 5Fat fe::i;nq® fas;

(i5)

(U)

"f8fen  qTFT  fatife  (Digital  Evidence  Expert)"  i5rof  faf}  f€rfari}m  qTffi}q

T5F8Si aig qTrfu rfe 9iTma qFq qq€ f8fen aniTatq5iFT c5i5taqi7iq fin

faife ffro wh ¢ 7xp5ia qfan;

"ffl (Examination)" qof qqs qr qaraiF H de taplq qglqr faeStq ©Qfr

anft ffifas ® fro a7tqqi5 9rfe;

(ft)        "qfro  (Examiner)"  qof  fflan  cgttwh  elgivOlq  qTap  arrR;;5  xptrfe

ffro ffi f© xptrfe ffl rfu 9ifin ae.`m fGrfsbm 5Qtr-
anRTffroc5TT5rTrfethapfflfastir.rxpqi5tiT5aimq5ffl;

(i©)
"ffleniT"froqtffiapfflomamf3fenxprferfufifirrrm

i9at mtst dffi: ¢ 57ffica.FT qrmqi`iiT I

(`)fl?ftR5rfuq7ia5cqsii5aii5Talqf5rfuI:enermapaTRTife,c*qqqiaparqfsrfe
i©Qtr  e  ch6tTt"  dif55 qRF,  `00¢  flq:  f5fen ffa[9i5T qitr,  QOsb.  qt farfsffi finqgT

fafrfu,  QO`O  fla  fan  s8  ,t©  rfe  Is07IEc7BDs   sqo`®,   Is07IEc7BDs   sa8b,a,

ISO/IEC/BDS  `qooq,  ISO/IEC/BDS  `qo8S,  ISO/IEC/BDS  `qo8`,  ISO/IEC/BDS

`qo80, IsO;IEc;BDs `q06O -4 cq gTtof q7qqg qfro ck iFTof q7.'::qqB ed I

`+
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q:rty.O`: 6ii?uqi?tl ac\iTt]iT giv ® rna

® I  fii?,\9cr|i?,tl actiTtqa aTFT ® giv

f© <pcqtlfs]¢ ed <pcfltlTsi¢ faE5TRT qac rmap " capTch apf±, f© fRE di
qqTiqT f5fen cife faffro !¢iiTeyg5 i5aiT-$9mg rmi55¢an, cad¥ey, afrfuey, fanft,

Q,\oj if+a ©rm qlfiTapne ¢ta I

fl5 OHteid a013rffla gap giv Qfro f5ien apl.c¢q^itsl¢  Oiji<cqbta  afen, a7t]i5Twh qq:

© qqrfe ® f© fEN dr f© rty 6ma a ap cfltlf3I¢ fanq rfu ch
ng5T tlife a apqgTq qT Tfu Frrfe fiiapa fife rna a qi$6ir®q>oicq ap qiF a
5qu 5fro iFFaft:reap rfu a€ft all enq¥T f© ± mq dr ag5Ti5
5trfe afrfu cFena ® \9Iiei\SiT6-a5 \aii`ii".-I?;:Fq ig? q:at qanS fin anrfu S"qHa

cmfty rfu com I

q€ 9tl± f© <pcfltll3i¢ q7Ttqa qfan ® cq5GiTi5, antliia fife fen few
ffl rna rfu I

8 I   fii§,\!9qi§,ri q* gtmft a rfua

a? 9n± f5fen fin9ii5T qRI, `Osb, qT zrm sO i5ijFita arfli5 th drfe in ap aq:
:rm >>  -a fa:p imFrsa giv    ctma, Tap5T f© ± 5imqa tFta atm5Tedi

q3ap-oo :  TG;f®Jtq apcfltlf}i¢

a I  ?tci¢Sriq> al f© qTffl ap

tb>   5Fma, f5fen f5giv al 5Tgiv f5fEN cife fRE tcFT-anfroft, fflTin,
rfu, f3RE fae® crfu, fans fan, ®ii, fFTflflF rm, tfliT qs"iaT,
an)rfeFTcani©apthSne"manctwhcanqTmthqTwhi5Ft5a
em5tFT ?cci¢Srtl¢ th f3fen m7FT fdr 3€ctchrty ® ap <n I

(`)    f5fen <pcfl+fsic¢fl a€m e]FT ± ?.cO.i¢sfiq> th f5fen fry-anft dr qQrtqst

aptfltlr"¢ aian m"-

(ap) can i©QIT-Sne qiqft an;

(a). si55 5QIT.$9nen rfu 5tan rfuc[i5 Fat; qq:

(ft) can qt5Fng ¢i+`:rm en qrma $9iq9FT an I

¢ I  Q,cc.i¢STI¢ al f3fen miF7 airfuq, 5rfu "t5ieyqq=

f3fen miFT dffroft e fatalma cFta, fl5FF:a5tiF qimT fa.<ratffi iit3T, finEfe fan
fanrfeed:

(qi)  ?tciq>§rtlq>  qT  f6fen ®Qtr.$9m5  cq{ra  qrs  en fffi  cde  iqiq7EitF  fffi€  in,

GFiFys, ap ngiT 3nifro rna;

(a)  © al f5fen gap-$9m5 rmtq Qq: giv "th fliJ cm dr iqiT
`O
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-an";
tft>  'acci¢aliqr th f© i5Qtr-Sq+8 qdr qfairfufty, tapm fro' qr5T thfi f5:.q[ qq{g

fro` qfawi, qfffi, rfeai8 al tfr:F Fin miT;

(q)  H ?toiqsriap at f© i©QIT-San5a tq5izm rfe Thth qrfe caeF:i[Jq qngm alfin

igq3 6" qt5F75T in " (Integrity) iFTptl anm qu3q apqT qlq;

(S)  iqirm cts ± aiutti (tqi]+ tifir crm, th, en) fa9rattQ:i f€rfGFbr5i mFT

di]1tcti iqTFT3T (Life span) fro, cq5rm to cqtqirm qqiT q{q5{git qT             .      rty

dr rna (can+ qac ac cma, qta ire q`qq 9ra m® 5iq apiIT qtfro 9ma)  I

i I  ?cci¢Gri¢-th f© qTtRT q€Ormqui5Ta tffl

f©miFT-anfta€eymfl7entqFfe7xpffiHft:

(qs)  fafirrmoren (Auditability):  ai7itq fixp ¥qTaRE a fin.rap ap xpppe

rfu  qtqFt7i5i5Tta  a¢5T  ffro9rF  api.+¢ia  ch  qac  ¥i.ji`].+<trfu  CTT  giv

fanxpicqiftydred;

(a)  qtlfliirecqifiri5T (Repeatability):  cq xprfe ®  rfe q7q€\iT rfu f© qlxpT-

anarffa ffroft al ffl rfu cq rmvF tt®m qiiT, 9raas qat qa9ni% ® 9ms
a7a€iiT ffl ffroft at ffl an qfa igap± xpmap en© dr qtr;

(ft) ffi`qtFTtmit}i5T (Reproducibility) : q xpohi6 ® ORE q7qqliT ffl fasrF :i]ixpT-

aiiTife ffroft al ffl rfu cq xpqixpq tt¢m qiiT, 9raas fir q@9rlf6 ® qFf6

a7iqia ffl ffroft in dan apar ed flq± xpqTap ap de qfa; qq:

(q)irty5t(Tustifiability):f5fenmiFT-di]TOHffaqapaTfinsrFftqT9in]7iqJig-iiTf±rffro

sprm fro dr qtgiv SF fir fin farfe a7aan qapfafi f5fen FttRT fafirrm

5'_€e'qTth qu I

b, I  3:c:ci'¢&fi¢ th tt;f@bici fflry ffror* as

?cq¢Sf*ap al f© sTPF5T fatrmra cxpta fjtrfu fixp ofitoma fro ed=r:

tip f5fen finfli5T faith, `0`0' fla flf@ s®, ¢ flfs s8 ® 9rfe qprqq rfe tapT{;:;:IT

ecci¢sta¢. at f6fen miFT-aim q:d€ Vat qTtr in;

(try ?cq¢sr]¢ th f5fen mFr-anft fiENaran al 9raTrm ¥9maRE ® fin.raptqs

f3fen finfli5T fafwh, `0`0  flT fan-sG igiFTza $9ixp qiFi5T ¢ diisft QrffiirT5

ed;
tfty  ?cci¢sfa¢ th f3fen siiFT-dThrfu frfuft th ORE rfu 9ifaDicitli¢im t¢-it]T

qqrfeSceii¢siiemf5fenffll5T-anenifai5eiT-39nxpcatap9fiedq5qTqRo

mi si55 F 5Qtr-$9m@ atan fro dr ch f3RE prrfu at: 9Hffi rfura

atThrm ed tasan ean catirfu (Justification) fife ffl te at qT39iq fro

dr ;                         rfe                                            Air
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tq) asfaiqT th f5fen mFT-9iTTcffi ffroft at dan Fffl rfu ¢i fli qiri,¢\:>i c< ta¢i5`

Fey q`apei rfe ed qi¥it5 tr qfflfro finqFFi5TH tia\apic<iifty a qriqiq.t6c<iifi7

Enl

q:rty-o8: f± apcfltlf=i¢ aha a7aaprmT

f5fen xptrfe aha ffl i5iT anF5RE arfe an Hrh qfrfu aqq, atrfu
xprT q:er€ i9q: q7Ttffl trfu rfu ® a7FENtqiFft ann q5ta I

a I   TGif&biq  apcfltlT}Iq> qJTRT iqi{ql

f5fen aptflrirap¢ e]mffl qii¥iF fafrocta cFta al, tFaii5, SH Hqii5tF, flfrfu ¢ afrfu

a7qJ¥r9iiT q5¥iof fat+lil firfu fan fan fro ed:

(ap)  J5iF ffirfu: f© <pflctlfsl¢ 5imaiT rtyF fi<iDri¢i"cq ffro li<i2i>i?!g:

i.   <pflctlr>i¢ q7tffl qarfe qtabicic:Fa tFta rfu© a frfuqF ftye` >iflqflic3a. arqH

Qnffo dr aq` eitchiFtF fiw` "qqfli c3q q7tfflm (cffl, ffiFTtch, arq4q

an) aa a7ii¥r 3nifro dr;
ii.   apcfltlfsi¢ 5imqa qi i5qffla Sfltaa fie Fife dr ?.cci¢5fi¢ mFT-diTTife

J¥iii €cflfl eiiT rfu© fas th Sxp qraH anffro dr;

iii.  aptflir"¢ q7Ttffl de apTth9r© ffl Ttae fife in eF, Gtw flg

iv.  9rfrfuoreF rfe, aTgiv rfuft a rty rfe de giv de dr;
v.  of®" ® qFTTF7 q@rfe RE WIT rfu© ifepr fincta an Qnffro ed;

vi.   ipflc+fsi¢ anq qt5RE cq canm qi¢Fq an i:F=i=;±FTrffii5 q|atqi as aFiiT HiT

qQmaey fin9m an Qnffro dr I

(q)  cfo fan9m q`an fiat:

fG;f©:b.i..ai <pfl ctlfsI¢ ai7itq ire Q,cci¢5Ti¢ fry-anife dr finfli5T diTFT< 6giv

wFq51, rd6rm ¢ giv'eflThffl finrm fasma qiF" QHifro dr I ck Sum
ffro q7qat fife an ~:

i.     <pcfltlfsI¢  anta whq,  \aitlt{|iifi\9  atqi afrfuth ngiFr fife tl\a'ai+i'fa:a qTq¥r

Qnfto ed aq:  flT5IrtiT ffi q>fic3rai-i-a qiT7TFT fanfli5TF qlqH H9iT

fro ed;
ii.    fin iqq0tan afrfuid i5iT ?,cc.i¢Sli¢ f¥-fl7ic,  deft ¢ti5`,  <ic2iicails¢

q7iffl, © an anrms ed;
iii.   qrm  rfe  fin9m  fiffro  i5iT  atsTTEN  iiTi55fflft  e  ca-frarm

ngrfu qH ire ed;
iv.   farfu fty` qae ffiffro mar rfu© enema nd, faeF, ffi CRE,

an qarfe Hfl fro ed;
v.    Ffrfu en-75jTife fas dfrfu!ra iFF7 qTttqa tqzq]t© qf8 7enfBF tAnti

ftyv,
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Static) an errffro dr;
vi.    FTttffl ffro a5Tat a7ai¥iiT qttw qqa{ap dfwhqiT ngi]T glum tap{a pT9mq

an: (signal Jamming) at rmtiT ap qTan iferc5 dr;
vii.    f© igiv al 5rTife q`apft ® rfu apJF rfu© *froft finctT en®giiT

enffro dr;

viii.   f© FT at qiLeiialco-a qus F:aFtctg rfe an Qrrfro dr;

ix.    f© iq]T al 5TTife qitr9ti5 fan-fa!ttF iqqap I:aFrm aniTi enffro

¥ital

tft]  xptrfe qmap q-qqi6icqifl iF:ng:

i.    iq5Tgiv ¢iF: iqi5Trfu astF © iqFT ch 5TTife F:d€ qT qi7qqiq qJal qTfro

9maa, eta xptffi 5ima whS i5r"tai cat!daptF, 5i55 qll F 5miT elca.I 7angFT

" qeyap Qrrffo dr;

ii.   © iqFT al 5rTife I:aiFttma: q± giv can trffl FT th qTfro
I:axptcta giv ffro fife de qto, i©tq si55 aptsF rfe® aeIT qTtr;

iii.    Etife lift th 5rms dfan ": ?,ccro5fi¢ igiv th \aiicti+ic\9fl eiffroft

givqtffifautiTz55iTt55drqarapdedri9q:te"©FT,
al qiife qQrfroey, aaeft, ®irci¢i¢flft 6 fro e[qtqa fi!ife qq ftFRE

qJqae ed;

iv.     qj i i cflbfafl. ¢i2{19O+i>i?!g `?:.in:=¢Efie iquT in 5maTiTten ffl qu xptffi q71{qq

flap ch flataap q5iF Qnifro 9ma (CFT, ± <pcfltlf>I¢ EN, chfflRI cm

<pcfltlfsi¢ q7iq, cBil apcfltlfsi¢' qm, en) ;

v.        '  6    .   firfu  cgiS:      '  6    .   qfin  mffi  q5izFa  ®F  -apfittlrq¢

fdrora apiqrm apq dr q3rqs dr qtr;
vi.   ffro 55tat fifl: xpirfe aima wiF®wiq ® 5Ttw qia5qq de giv

aBTatTFenifeedi

(q)   =i'ti#tlfal¢ q7TtqiT rfuffl azan q:a5ii5 ti.;I+Ii<ai:

i.   f5fen 5Ftffi rna TfigivRE, xptrfe faptxp € rfeen© qae
\alt{>i i ft\o edie sT:alfro enifa; iqiT ta5iT6 rfu 5i@ aima eitan fro

dr rm apffl qRT Qnffro dr;
ii.   5i7Tta chtw as ¢ fma rmtHa i5iT dr i9q: an dy9rzRI qTrfu

iiT aqF can rfug qfin an qTdr in;
iii.     (i) ® as rfeftey qtffi aima atana apa'qtqfflTqJi5Tta f}€ife iFrm

tqfae.Ob,> fha fro dr;
iv.   rna atan cFta rfuife qae Frffi whae at7ffl9ra tr an us

rna;

v.    f5fen <pcfltltsi¢ euTtffl q¢eii ffi jTrfefaapi5ifi rfuth that oife

5!
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(Escort) ftma enfrfu;

vi.    ipctl+r;i¢ 5Tmq qwi an alarfu ta.+i>:iT<an faer5 ¢ FT Qrrfro ca,

gal: vyttq 5tFTan rmiT5 ® qqrfe Jrfuq, qRrm, eniT ® rfu qeFT

I:a5iiF ffros¢iusT li+I+ii-:Iq@t5 7apRE  froq aHffro at I

>o I  fGif©bici  apcatl{'}i¢ qTrRT 5ilitT

(ap)   f© finqi5T fafwh, Qo`o qa flf@ s® qa fathi wgriTa-

i.   fbf&bic.I apcfltl{3iq> fflTqa i5iii5T fin9i fro dr; ai:

ii. 5iian i5Tgiv Srm ife rfe rm apfin;

(ap)  f© aptrfu apa ffl qu giv finfiTi5 5iian rna-o> a ife
an9ifa ffl Qnffro ed I

q:i-o®: TG!;..fRE apcfltlfsi¢ chtqiT 5fflft

ssl "rfe

(ap]   xptrfu FT al iqi5]TtT5 dr ffi v5]iiFF iqiqaft rfe ed rna aTma'
apcfliri¢ ORE qgrfe enifro ed;

(ap  5imq firfu a¢i]t]a q59nf6 ® rty®wiT anifro-

i.    Of®ma;

ii.   nd®rm (e{fl ofchaTife);

(fry   ma9ni% i7aqTcga :pea` se qqoii5 nit ¢  <f i.e`i.i¢+c=iTei7i5T qan ffl flq: mBi± fro

edl

s` I rd®i]7iiT q:a5iiF fan

(¢) farfe fan r<-tirmi5tF rfe®i]m EF3r th T`d€ fflT tlfro rna:

i.    qSema iga a;aqF7 alanrfe qTdr fa;

ii.     rfe®3ima i9a a]qqT9m ® aFqTtapft i73T;

iii.    rd¢q7TRE 4jqrfe dfheq elm fieni

(ap aptflirfl¢ rm f© q7ii¥Trm ciiT ap miF7apiT rfe¢iiTtT Qnffro dr;

(fry te qS®mq aa cat EN 5imq are qap5T apcfltlriq> qiam5 \9a firfu i5QiT 5i:aiFft

rfe ed:
i.     FqFT th iqTm fl€cran a >ia.<qifiTat ai7ii] Fffl mi]q< 6H d€q a >iq<flicafl

V.

fir ® utq;

qgrT at qiqiiii5 ® q:fRE t¢T miiiT;

c¢F wiain Di a i aT-tl miT ® cmrm5ia rm;

apcfltlrap¢ flan 6Tenqa ¢ ca5tFa fagiv aofu;

aptqtlrqu¢ fdrra ¢eTTen emtma msTar ffiq ¢ i®`F:fRE i5Qmfi;
xp
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±t¢tmafiENftdfanTfdequtcrm-ae:,qi{[iiTey,an5ng,an>;

fdrcta ¢FTma ® F:RE xptrfe firqr"!iira in;

qfaqt5rfufrotapTFi`a;iiFffroqTenFTr*faiFiffrofafflct;

c5S qa as F:at 5QRTfF I

so I giv'®rm F:giv fiwi

(ap)Srm@F:aFqqa:twq7TanftaeRErm6gITmagfaTtwqprTca]xpqfhaqq:

Ffficfro7Fsi75trferfualei¢'e3]TiiTsttffroqfa;
(ap) f5fen xptrfe Elm qfabTFTra ngi]T, xptrfe fiesr"ra 5TRE iqTqTcap, apingifro

q:giv giv'erm Qnffro dr I

s8 I giv`®ura ¢ qS®ma fla rfu

mthiTft atHT5in ffro xpfiffi aima at®wiiT ® rfe®3]7Ta F:rfe finfEf6 xpqTfs

Qnffo dr:

•   an9reft® deft

•    tFcfltlrqu¢-faENq rd®miT

•     ©9rr@ qiTth-iq¢5iTey rfe®iT7Ta

•   chThtr fRI ffroft rfe®ii7ta
•    cgiv fu75F fdrft <ii5'®3i7iiT al rfe¢wiq

•    5Tat ® 5`F:fRE eiiitonfF fin§rqft qiFBegriiT

•  givrfurd®"
•   ae: giv'®ma
•  fit fiTttr
•  alSRT
•   tmfflii5 dr giv 6flT@, J¥F a fro` cwm, F:aiFteya gi]T c'artap f=rffur (tqq+

t9i+ ife, tarife <Ti5' ffa, rfu, en>
•  f3fiEffi

s¢ I ngrfe a qTFrqF Tat:xt (tools & accessories)

f5fen xptrfe 5imq maffi ffroft apTfro ggiv qxpi-lima firffe qenqq qi]qnga
fjHalife qarfe ® giv®iap qgT<t qTiq Qnife5 :q5q:

•    f2ai5Ta

•   ifer faFfroq ng (Document shredder)

•   tt®ma qfflch tqsiq

•   ffaqq` FT95ffl
•  ¥FRE
•   qs7Ttqar ¢ fae¢ rfu

•   m9rrfu d}ft
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•   on9mamst " (communication Device)

®   cifeap
®6b,

•   qTfias (Magnifying Glass)
•   qiaiTro firone]T apfan anft (Evidence sealing Bag)

•  ENgFfan
®   enrfu (Permanent Marker)
.     2pjiflicu anfti

w%ap-o¢ f6fen apcfltli'>I¢ capq anqfim

s® I can anrm rfe

t3j fanEfo firfe qFactRT diae xptffi t¢F anrm FTqF fro ed:
(qi) aprci¢;`:|tsii:¢ lan qftw;

tqj apflt+ir"q> dan ffa;

(a) apcqif3i¢ qRE ffl ftffiTm;

(T) aptfltlrap¢ ftan i5QIT di]" farfuq;

(@)  2ip..c:!q^ifsi¢ FxpT th i5iTeill]t5a faENft;

(5)  aptiqtlrflq> qHT an qtama® ai5Tfiq;

tE) an© e afin rfu I

sq I xprfeap- flan Ofth (Requisition)

(3)  f5fen vc*if*.¢r aha can xptrfu fffi dr iq-Efty ti at RE-cmft
xpT$ 9Htw 9ia rna-OQ a fa€{i5 f3fen xptrfe dan oftw ¢atq fFTflqer
apfin qq< a-iiSiifeiTa te fairEN " rfu in rfu I

(a)  6i5 qHar$ 9ita, iqim7 ffa FTw, iFantth fafflqu e th, ?toi¢&ril¢ mFT-a=iiticta

faeTfas faiqiTft qa: apcatlfsi¢ ffl th fatEma giv rfe fro dr I

sb. I ap-cfltlrpr¢ cffl fha

xptrfutapqq7t]qT9l]TrfuHqiinqu`aimqtrfeapcffiFTat\alioiiai\9o.IT!igaqmT

rail firfe i53RTfi c iqim7 ffro emu apqF rty fasife ¢atF tqfae-O`) flf3fliffl ffl

ffa fro ed:
(ap) ap al ± q3atq mtr9r© fas;
(q) xp th 5Ttfro firrm an qfde fan;
(ft) apcfltlrpr¢ qqFT al qli]qliT qcfu;

(q) q:fRE eic`ei]ma, rfe®i]ma ® IfTsiq= qmiT airmfi;

(S) apcfltlf;i¢ iqFT al \alicii3+ic\5a qii¥r ® fi;

(b) aptiwr"qa FqFt th maTxp q`dffl 9nfaffi iffln I
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s> I apt3i^[fir dan ffl 9rfltrm

xptrfe  dan  tasq  ofama  q5an qxpaTS  eiqti@iiT  rm  aT7T<[  ¥prrapiaprg f}qife  fin

ac`fltlfir Pan ffi 9rfltrm apfin:

tis) xptrfe ftin qfth9ia aFTRE *9r5 xpiiTg`r;
(q) qcfrest q¥tm FTeTh ire fan fty fflfroct;

tft>c5tr5iaasflatrfuctlfqtiife(pffipp-OOgiv);

(q) wiamaqta tafie captFa 5TttEmap f3fen xpcrfe q@Jffl qfafa f}cfa I

Qo I xptrfe qan i5an aney farfuft (Evidence Assessment)

farfu fan ffitqbFTar qfinqa cgiv®ran th mlima veiJ`ia ofasra ire q7iq

¥qTa5Ttw fla iqwhbma mtl7rty xptrfu 9ffitEN cq xpqlap ttem iqifro qtq qT qTq in giv

rfe fro ed, Fen:

(ap)ifeirmqi5whqiTtaprm±9haifo9rahafroaerfirr(cam:a-ede`,

aq-rfe,   dr,   qffl¥maap  ifap   [keywords,   toolmarks,   trace   and

question documents] enra faiTH);
(a) 5Ttae f5fen i©Qtr-aim F:at<a fife iqiT eiapiiT i5F5 [tq.FF: §Siae mf* tapap

(qt€Qffq) cap q3aFey qltm (Preservation order) a.in q5at qtr fan, pe

¥ItiH i5QIT 5T:*Fc"ii fffas an, 5-cFtr F:d€ erfirl 5;ii9Tan an dr fan ¢ggiv
5i®,LqJ®1 th;

(ft)  xptrfe din 7thtof rfu9nfife th eHIf®i¢ tq5wh $9nTiitF.::;I mai6 finrw xptrfe

ivyT ch iqTmiTi© as iqimT iqFT th qiqtys F:d€ (tqi7T: 5Tfas qt 9gian qTq5TiiT

± aRS iqmi7 q@rfe, cFfirtF5a, anmi., f±Ftry `5Tfarf§r5 Gaeb q5i¢`, cbed:i

flq3 "q cq5izm qtm, an) ;
(q)   Fi®Tu cTTi5F whFTF5 (crm: fi, cJgiv, ffi, giBi-t<?-g, f±ma F:a;liF chOrgti qa:

matt 5Ttife) qpqii] qsqT qte ap f}cfa;

(S)  xptife ci5tFT fife anrfu qfife i5QDtan (cam: qq]iq qT q'.:;:]7rm (alias), ?-

cFtr rm, rfeqlfq tin dFTrfu try ch®rfe ffi9ri{anq ¢ qg q7igivia

(user), frfu arft, rm®fro, en t]q F:a€ apqT) ; q5 qapq gQmffa Fi:f§ia GTTgiv

flffiTictEL, ijgiv.::st.¢t@ (user) Qq: F:fRE effisha ap>{bi.fro :mrsFt`apliT atft apar

qto rna;
(5)  i7i5i5 f8fen f"       3o      apfRE aprffii-@triE qFi5t iiriF f}rfuft, tap]qT

iFit]iiT5 anffl al st:F fro qJFq `95aft vyxp qTqitan qg7t:gil::]5 q5tmq5iF anft

ffl enffro entaF (froqTafi: flrfeorm, 3fa ltrm, cJ5rmenis (Encryption,

booby traps, steganography);

(®   cq a55Tiirfui qixprq{m ORE q5qt ch i5tqiT emu f}cfa;

(ei)  qfife cSiT 5iimaa atalen qtr fan ca farfuey;

(ar)  cqFTap xprfe em5F qfa ap f}rfuft I
5!
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[stFTth:  fasbiifi apcfltlf>i¢ q7Ttffl qTfa cq t¢Tch rfu deft € miFT-anft F:atqa

cFta f5fen finrm atffi'a qafirq Dici c¢fl qRT ffro qfa]

`> I f6fen FT al 5rTife faENft

t>t  w3ap bo -fl faap qrfe f6fen FFT tl 5rTfro fanft fro ed;

t`>  f6fen FT al qiqilT5 faENft dian q:ap fdr FT th iFtqTq5 fdrcta rfe
q`fRE fatm th qfflFffl qTqffl7apma f6fen xp th 5Ttife ffroct* wFr
iqxparen  rfu  ire  apcfltlrqu¢  fdrqiT  7altof atthwF  dr  cqrmt" fro

qTfin;

(a) f6fen FT at qTFTtxp fattlma ire q:fRE fir can atffi th 5rm Slaii<ia\oi
GEN ffa si55 fan rfe FTaapTfro qalas rfe ed;

(8) f© FT at ertm fdrora cFta qfae-o8 -a faap cm-If iFqFaey an qTte
EiiE l

`` I f6ffr5-rq- qTFT-anol di5Tfiq

(a) f6fen FqFT th qicii3i®fli3 ai5Trfueya qiiiT " " iqngi'tl atT€iatg "of gin giv

(Tamper-proof) antl qqii5itq ffiqlqT rfe ed qTatg iFt ch iFiiTiky€
* in fiT5 in en in I

(i)  Sq-qHt5F (s) a as firrm an an 69r* q:fRE rm al qiife fi± rna,
c¢F i:, qiciiv c®fl I:, 7FrRT amrm ffiq ¢ qiTiT 6taa fro dr I

to> f5fen iqFT th iFT5mTi5 givrfuma txpta qfma-OS -fl fa:pe f5fen aptfltlrv¢ 9RE

ofin tFatqq i5iqFtEr F` i -a 6ffir5 ®Qmfi Fftq€ 6tl Owfrma cat rfelt5

edl

`o I  apcfl+1Si¢ captFiT RE ® df6c<`itl

tat f6fRE <pcfltltsi¢ " dy f6fen <pflctlf3iq> ffl th fdrft* ffl f6fen frfu"
qtrfu ap fi!ife qiTtH* FTar rfeema Fffl ap Ban alRI d©: 6F
q{TfirqDicicq>qqitq\M¢ctiofiiaiiDiq>i@tqdFiiTfroedi

t`j  8grfl ofi<IiDtl¢iaic¢ afrfu dm]iT qT, EN ipcfltlfsi¢ ffl in ofatTr5Fap ae

maed1

q3t-Oq: <pcfltlt3i.a qan rfu

`8 I f5fen apcfltlrap¢ dan 9rfe

ts> ?cci¢Grtli a mFFT-gin fflrfdrra cFta fjrfu qrfe iqjFaci fro dr:
(qs) apcfltlr"¢ FqFT th wlaiTxp tl€q (Receipt) ;

(q) apcqtlrq¢ iFt al qlqli]i5 ffl (Examination) ;
E!
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(ft) apcfltlrquq iqFT al qlFTiT5 ffroq (Analysis) ;

(q) rfeQngrft a dffro dFTct (Documentation and Reporting)
S) dfin taaft ® f© 5rtrfe a5Tfioi I

(`)  ?cciqsrtlq rty-anma pr finap lfTan 6giv cFtr i5]q as qffi anrm
fro tr I

(a)  tq5F wiail.ib.:+I¢iai<  xp s]mtF Sft-iFqFCEpr (a)  fl  aer©  =ir;.ic:<¢^ilsi¢  FT th 5rtife

ORE al ffroft 9rfu atqTma :RE an Thfro 9Itg I

t8>  ?cciq5rtl¢ fry-anma ch qa as ® ys5T i5iBst aem ap fflrffroctng
fin fha S"m an ed:

q<ap-Ob. : f© xp th ± cad€ft a Sne maey

`¢ I 8rm cad€q ffl

(s)  f5fen fen (cam+ ae, ama RE, cqF giv5ig, rfu, se dr ]FT in
\Diieiiai c\Ofl :pcfltlfSi¢ "3q, en fixp qfaof in rfu, fro rfu gTtan tsfai{

mth Sne cad€ft fro ed;
t`>f3feniqFTchqiciiqtvaflngF5tiqBstaemf5fenf55T5TdrSqii5wiseRqfro

E5ta I

(®)  f5fen iqFT al wims wiadqcota cF;ta f5fen finq@T fafwh, Qo`o qa 5ffi

as fen qantHiT ± iqFT at mamai5 wiaeiqft 9ms iFFaq fro qtr;

(8)  f3fen iq]T th qrmT5 qfaaap qqtm Rma rna-o¢ a qfEf6 tart-5t5qpan apaT

EEEEl

`¢ I apf± frfu de $9ms ofiaeft

farfu R rfu 3ne aed€ey fro dr:

(ap) afe 6eni5 Ofaa€ft: fro Ti5aT qfin Senia (Raw data) qrfe entas (cqi]+ flat

ffacqt5tqarfefgiv,qTi5rfealrfefaq:]qqq=iofffarfeQii{ap7;

(a)  Ffin Sne cad€q: fro ffa ait5tai qq:qfflPe Sma ca5iF aaTxp 5T:+
(Allocated space) rfe Qmaq5i

tat  qae fha qqof cue of3q q`d€ fro dr qiqt© qqu tapaiT th Ten qrom
69iT@ 4q`  qi-3iiLvy--€to  rfu (unallocated  space)  te ofT9it© rfe

Th'                 S                        V
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(i)  cqtFta apLof fee al fin Sne 4rfe" an BRT Qffl Gto 4rfe95
an fin cfro rfq th $9ms ofid{ft in rfu en 5rtffl an © Sma
inquflwiaeeyfroedi

(a)  apcqtlrfl¢ quqriantma fiiF RE qtap7 tr aqF faftw q<apq fro
ed qTas fflan captqa ire Fife Sne as i5iFT can 5QIT th Sne
in aneap; 6i55 tFta fiTftw fry (Sterilize) fro th e€ rfu qq5q
Sne ffl cfro en I

(8)  qi¢'®i]m ae-aan th rfe¢wiiF ap-ai5iiT fin fro a¥tictT rmiT fie
faelt5 alen crm flq: i:qu qffro quFT cm faan 5st rm, f5ffl Sqit@ capiF

qfaed as, te deft an th I
(a)  se: fu (Imaging tools): ae: rd®i]7iiT in giv aTaeiiT rfu

fife rm ae:  qTaptREft,  apcfltll3Iq> fro fan as (Format)

"fas-qT±-fasof3flanft,qq:testqifefroqFqqqFfthfty4q€
BT6tf6T rfeema FT to qrm fro ca I

t¢>  Sft-i5TTFt5r t¢> fl 6ofTas se: rfe®wiiT ® qarfu tqFbe fflxpfi-

(ap) qFtm th qdrfe (Hidden) cife rmi85apaq;

(q) Tsm`ima qataF f" ae` q7aptREft;
tft) act qqtH qatte trrfe f" ae` qTaptREft;
(q) >iitaqia\:9i cq (Queue) ae: qTaptREq;

(S) drfe gin (#) q7iFffl an an iii-5i§-¢raq;

tot ae: dfan fffi rfu an tlfflRfflft;
(q) Sfl-i5IHtEF (a) fl 6taeF5 :pcfltl{3i¢ fro apflaijib>i?!3 fflal*;

twt Lqqfas qq` q5iitaxp ae` q7±ft;
tfflt fro ofag€ft erfan fas dr en qFan qTaptRTft;

taut ee in RE'¢" de fro uttl€ft q7±q I
(a)  apcfltlrq¢ de xpan: de di-qa qtfty fas-* a5an aq{ tapq cqEN

QTtfan  q5T"ift  q¥cw  cqatzFa  (Manipulation)  q5aT  miT  in fatliiT  abffe

Fan cqql fl3Tng © di tEWF  txj7E  txj  Osj  at qjiu¢ioi¢
<pcfltlf3I¢ € (AFF) -a c7arEatffi qapF Sqlt@iT qfaiffl te (raw/dd)

q€aFft fro ed; qq` de di-q* tqfifro fiH;fi-
-  (qi) SqTzffl q<t¢iDtlq>qq (compression);

(q) ©9ma©a atlPe9ixtFi5an (Encryption) ;

(fry BS qarREq;

(q) ta5q cqEN (Metadata) rDr3p®q>flcl;

ts] xpTtr "-qT cmffi;

tb) te qen`" rqo®q>flq I

(b-)   fed fed <pcfltlfslq> wi®i]ma te xpwh fed fed €¢wh tGi;fs.bTai  <pcatlf3i¢

fanq as qTgiv fife in <a i555iT Sft-iqi{EEF tc\> -fl rfu xpwh fro

t„ ggandrkrty te xpTtr qt5t5fflq:                   grv'

rty sw8S



(¢)  apt<+13i¢ of3flz5 ed qapF dia5fflTan e fatalma fife F chRE

m&¢7iT flq` fro gil qat Seni© Tfdr fan 5a ife ffl wiT
6i5iT ©9ne5a de SHA.s, SHA.`®¢ th iqiT capich Onfife qTtFffl

erml fro dr qq: stl an `an enq; rfu Qac ffi F:an 6`ffl
dr;

(try  qfi si5ii $9maen de 9in i5ngF im flap? EN, i5i<T dr si55 Sent5a

rfuriENeftyffifflftftydrqq:SmaqTtryqfarfuzFt5T

an xp qg i:tina qfaqvi qfarfe ed I

(fry  tqtqg q¢ap " rm9ifin aniT rm S`ffl " m`ffi 5rap xp
fro 9ura fa&tliT fro gil 59ms ife fro ¢iT9itF Tap eni

"ffl qrq" fro ed I
® ae: grin xp rfe qm ife fro ed I F id qm im

rna fife ae: efiFma ng5 aQrF 9in flq: ae: dfan cxttq
fen9mftomfrodriq±fENftwiqFxpTtw"Tmfro
5Ttw $911nge eiqTft apffro qtr iTt€tt5 aim Vat alit cF, qF xpttw

$9ms ae: efiin STEN qfas er ife flq` dr xpTtw Sflii8 ire

Ftlan"q,
(sO)aptqtlrflq>stffiq7tanq:

=vrc`strit3i-i::5 aimq apcfltlf}i¢ Of3fl artanft lf3ran fife cJfro fien Qife ed

flq: 5i55 st6IT iTTanft aeneT 9rmm qFT fin (tqii+ ae: rfu, se
iFT-as q7Tanft® aelt5 ed I

`q I cmqRI fen de SflT© iFT"ft (Extraction)

(s)  ffesrapl at ORE rfu H apfan giv xptrfe farm in qitiFan f5fen iFT
al qiFTiT5 dr t¢il a+atFa Seni5 iqTqtciiT atal5F dr stl fife srm t¢q

qf9qT5ffi ap eing ani5iqa 9rffiTrm fro dr; fla: fanft al ffl rfu
9iTa.Dici;lil-i:i:irffi fflTqTtr f5giv rmqap apfan WIT far ch fial xp¢c¢ te fGi\:9i?c>i'd'

qapq 9Ttqtgiv, 9ma®3m5' aq: iqFT at whE]iiit5a idft I:a€ fro ed I

(i)  3fl-qqFEEpr (s) fl* i5ith an' rmitFa tzFta Ftrfu faTrm al qiTxpap Ftfro i5QIT
69mgqtqftfae55froedaq:si85sanfarfeq2fi.:ia;ta-i5ngaqq?<j<<i`a;;a;cF

chap fen de $9m5 qTerft ¢al qTtr, Ten: -

(qs) cfo i5rT€an (Physical Extraction): f± cife de Fi]ig qfdr
(Raw  data) an $9m5 qfqasq alas ed afro qiqafti  fl± ai]t]iT
qiqpia tap[a qq:prtsias SqTi5Tq¥{ap praas fffi xptrfu rdewitaiT

ma¢Tq  finsrq®i  ®  eila@2ii\eiti..\5  an  aHi"  edl  a?  fifro  fat©  at

9ffitF5ap rfe flq: xpq cEF5iT 3eni5, qne` fan ffi aq: ffty

`i,

rty sq/8S
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atantq"7i5t aili ¢ta cqentF Th€tliTqi5lta c¢1t]T <j<ei flq>i ai.fl ataitq"7i5T arrFT

ill

(ap " fan rna (FSD) qfro qiqct: * fRE rna FT rfe
± cfro matt a oi{aq>jiqu © as dfani q± qfro Sne
dfrfuft rfu fun " fan qRT a tr fanft an mi cqtFta
qfin maey th cfro © mama SqT© es Ten me" i5QIT al
Spms qRT an qigq qH in, Giro rfu fan rna matt qfro Sne

mact an Th I cts 5rren maqu q5 sTffl qgiv m®th Sne qgiv an
siigqqT gN, * fRE rna matt qfro ck qi5F Sne qF" an Figq

m¢ de rna I

(fry qfin qleaft (Logical Extraction): qffro iql<aft ± c"
f" de fat~ 6rm 5air Sflii5 F`d€ I ipcfltltsi¢ rfeeana =qf.:iqe.ic:gtq

Thsgiv fl5 qrfe rfe i5ap ch 6ne matt an in I

(q)  q7TRT ngey qrfe: rfe Sma as qfro can Sne " an in in,
ap dr " qrfe Sne " an qTtri \g§ qfro fgiv„
qf± marm 6giv ffro drfe Sma wheniF a€ft, fae® cffi: al
Sioi¢i§,a Fat qH I fl€ qrfe GTTae lG\e>i§,c>ifl a5tenma chi5 ciq ffl giv

flfffi st flg rfe F:xp ffl dtma de rna I

(S)   cchft (]TAG) mast ffi: rfeaig at rm€wi rm 5i¢ an cFTaltr rGi\:9.i?,c>iq

cFta ]TAG \gq` f}q-iqiF matt 9rfe anft ant qTtr; flq: fl5 maq qfro

cFTdr .fG>\:9i?.a-ic¢ qfin cait5` \ali+i3i+¢c+I  te  crfu fry q:ENa

rfe f6\:>i?.c>ifl fry cq5qtETa Grrae: qT dtma dr ® cma fG:i\:9i?.cO+a

cife to qifro (raw data) an ©fli@ 5rrHft ¢m giv I

(i) f}fi-qxp (Chip-Off) maey rfe: f}q-qxp maq qfro © an Sne
mad an fry i9fro cma fgiv dr an ci;ita5t55 mof fifis
fro ed; flq: try fifin an dr cma fGn:3i?.>iiB rfe en us
flTtg I cqtzFta rfe®6 fb\9i?,c>Ifl cfro a $9ms fit as ap q:ffi Qura5;

c3.i§,capcq fl€ matt rfe rfu dr I

®  ae: th ed de: (Rooting or Jail Breaking) qTHft qrfe: ffro
qwi: EN fla ROot wTzfflq ffl siiiiT an qj<eiflieisi tqiiT qentalB:

ryt¢cvfl gil qfffi fro 9iTffl, ire c5rfe ap: th cgiv de: iqTHft

qrfefflqTtrfGi\:9i?,c.iflqjqQjflq>i.ai.REtmiiitai5qqTtae:fREaath

qfaed ffl GFffro rm, rna xptar rut ®i?v6fl qq= rfe dr rna flq:

Ggiv fl? c± en ¢iT €¢m ai¥it3T I

(a)  i5ap  Sqii5  qten{ciq  qErfe  (TOols):  cqTgiv  fgiv  faT~  fife  maraqi5
H

" sb.rob



c-ur®\ c¢cbu  wh®ma,  qamst  enema  c¢aaT,  th  ta5rm,  GTF5Tfa:  sTayTF  ®  qimT

ale-3iieT@RI qarfe th fflgiv an fro dr I

(8)  Sne iqiqaRE giv xpat: t®ruT tqtbu qarfe ITools) qrqgiv ffl Sarg matt

© dtalngffl cqTqT5q f" q* velr-6fllig rfuffi (proprietary) xpat
iqi¥aq  fro  edi  Gc2ii\9iil3i\9i.¢st  fifei  fffi  qarfu  fGicq>ifGa:  tap+I\oic¢  ife

5mttm Sum q± apqaui cbfl ©neqF fffi gama rmit © Far tlfa I 5rgiv

non-proprietary th xpan qa qta¢r faF tltr (.bin) qq€ qfaffl rfu

t.raw) rfe ed I
(6)  cma f¢i^e>i§,c>Ia 5Ttrfe maey ffl: firfe ffift d€ffl GTTdr fRI qfro

Sne maey fro ed:

(a) fafen FT at ertrfe 6fdrq: chqRI fRE de xptrfe FT at
5TtifemaanqF€5aifefrodriThstTafti5f3\9i?.c>ifliqi57araF:xp

c5]tat5T  te  fG>\:>i§,c>Ifl   ~  GrTae  asrfe  \aii§.c\!>{3<piQ  iiia

(IMEI), cffi asrfe \aii?,c\:9{BiB iia (MEID) an fiTRE FFa Qitzqi

mqia in:4rm qQi¢i5Tta fG;'\±!iiQ..lib iili5= Far miT I IMEI, MEID ® frm iia

q7q<liT rfu apcsltl rapqa wlema qa can ¢taa q<t3Ti5T enem qRI gTtl f}!faft

fro ed;
(try  cife frm dFTq: qTrfe Sne q`FTft apfaan Sam qas cife

frm al, cF5tixp, qfir en 6rfe ap fro qtr;

(fry  f6fen xp al tFtife crdeth€ de qQranq (Isolation):

(q)  crty f5giv a* Sas rd, rfe th qfaivi cat€ma tw Tap5T €ma
crderfeq`an6tdefifkyalf2rt©ed,canrfu€tm:givf6RE

FffroeyqrapmthtefG^:9i?,c>IflsnemcxpffuqiF"fro;

(ap i5itFap c" f" `ac 5ran Sne enen a€ qH c,>ie,c!si>c,a
rGi\:aiQ.3.IC en®ima qi an gap ng anffro qtr;

(§) faHas rfe atHTffl FTRE fG;\±;i?,"¢ cherfe as qQrfroft an
wh:

(i) fir~aF ae' can an: can an fir~4F at c"
fao]L€-c*3i- F fu~\9F giv' far ire dr fat ch t¢il
OnqT5q chethTrfu qfas q`chft "ma qiFT ed in;

tii> chcrfe Ftgiv orF Sne qTquft: ch¢rfe fife qcF Gndr f5giv

dr  SflT@  enqaRE  5iT  cherfe  f2i{'faj;i\9i.a  fife  anaTt5  fflfis:

(Faraday  shielding)  -q€ ¢ae cufGc¢Cbu aniiiasia q:mffi

fro ed;
(iii)  ®fl7TaRE en: fflgiv qrap: qt5Fas tqam mffi,  ®H7tatFT4rty »ros                                     pr



sT:tars qTac iFT th 5rFTTiTt5 cfflgiv in enta aq: I:tq55 fflS

fro 9ura qfafl enia` ffleniT F:Hrh ffl ®wh§-ife (wi-Fi) flq:

aeQi tBluetooth> fafiFnffl q<mft calS rfe ed;

tiv> ngTFT phaf6iT i7an: en: 5T9\erTq qlima rfurfe q7TRT rfe

q7qgivffl®RITtafflF:{ap5qTgivvyTat5rFTtiTt5tfflgivmrna

flq: I:t¢5 fflq fro ttza 6giv an ¢al qttrl q± ffl
qit]i=15 9fiife ap anap fa€rm q5 rfe anataiT giv cma

t¢Oi§,*ic¢   "ae  CFTTB"  qT,   cF5iFqi5,  \aitljc¢ictli  qlqqqqiiT  T¢t\:9iQc+Ifl

®ife-ckqq:atapfrme5Trmch®wif*fiimaffifrodri

cO  I:fRE $9m@ qterft: 9t5T¢ cFTTalF {e\±>i.±iiffl fas qi5a rm ent¢ qTa dr

$9m5 5Ttenia 5iT qQrap q3i¢ can iqaqz=F an am5i+

ts7  finysmaai at: qfro iFaqq gil c" cEFii apcfltlrv¢ ffl\eyiiT
qJi" rfe ed;

(a) cm api¢`: cth {'G\::ii§,t>iiq GTffi rfe qfapr6ha giv th ani

5Ttw F5± ffl Fat gil, i5ta flfro dr ® qrva7¢jici 6en tlat]iT"
5TTenft 9ms erch9I an Thtr;

(a)  tGei.?,.csTiii wift cffi: igfro iFdFa difed chqRI cz5ii xptrfe

fflFT q7q" fro dr I

anani-Sfi-iqxpE5r (q) giv Heyma, -

(i5T) fu~aF rfe iFiT cireT¢jiq ti@a<q \qq: cwm rfu i5iiT

i3pfGt¢jic.I qfad€ft fro eel  ±pc:fltlisi¢ FqFT at iqiife q`FTft a

FT 5i7 cffi ffi fas-E-fas cm ap fro edi cFTaltr
GT5¢rfe dr fGlerias qTgiv qirm rna cto te fas en6m
fir~4F at, flan 5qian qqT ftrfu " th TFTfro es
qqqased;

tm> chqTtr f55Ttr `qT aptflir"¢ dan fife te fen flat ap
tam5ii{ (Boot Loader) mqtailig ffl cFTdr ap fro ed aq€

fisRE  <q-j.q©  $9RE@  cane  alRI  in  ae  fG\:9i§.cn'*

qwift cflcqir*-c5 9tan fro eel fl? qit]a flat dr ffl
c`Ii.<ii.?ic5iii  rfl+ al  q7TBttfa  qt5T  cqtanT  f¢^:>i?,c>Ifl  5]¢  capiu  qgiv

ffl  apcqtlfsiq>  fatma  al  qfitFap  te  f55ttr  rfuqfro

atapmfRE an ffl;

©Lfi-©SqT@giv®ffi€SxpmRT,cadrte"

" Qores



f55Tky Grrdr criorfe cqtan cieerfe dr fiffa gap
fro ed; qq?

ii.     fence-qjqQiqq>i@ rtywhasFT(cam-fffl3 , rm¢mS'

al ffi') cFem QtttS, " ed 8i85 fGt\:9i€,c..Iq <pcfltlf3i¢ fiaixp¢c¢

6i55 whTer5 FT an i5Ttgma 5T" qTgiv 6giv fRE can

qchgF5 flfffi in qer giv rfe qrfu i5iiqiF fro
ed;

(a) rfe-

i.      fflTaltr rot oi?Chfl riT, rm®ife' ch qTTin'H'qse rm Qttap, ca

edtefffi3,"erfeThrfu'tryqqFi5Ttqanftfroed
qTas f" rfeqof anaan eneat in; qq<

ii.    char f" giv iffl rfu an fro qQmaey mam
ft®th rsaqa in qF, EN ed te rut oi?cvfl 6ma an ffl
iFF7 mamaoi fffi al ma' anft an thtr; an qae afSiof erfan,

aney iFHq5 car th F car -a-i-i-q)i i a anft rfu c" fan

de finap ©ne * en qRtq I

(S) flfro rfeewla qa th!t7m "gp-cot" (Brute force) rfe emft

an qttr I

q`t-O> : f6fen <pcfltlr>i¢. FT th 8nife qasft

`b` I FT at iqiife qasft

(s)   qemer <pcfltlisi¢ rfe qjqQicfifl mftym f6f6bi6i in anq ffi rfe ed qq3

dt" cxpza F apcqtlfsiq> qFt an iqiaitqt5iii $9ia lan an de fas Qnffo ed;

(i)  <pcqtlfsi¢ far al 9fitFFffl qTqfit7iJma FT al \aiioiiaic\9q to FTtr Sffl at-

qTrm fro edi qF <pcfltlfsl¢ FF at \9+iqiaic\9fl 6ffl rfu ffl fro ed

q`fRE vtrfu arm qan as aan an Tgiv lfarms ed;
(®)  as9rH cxpta, <pctltlfsi¢ fdr th qit7F5ap eiji<cflbfac\9 q€f}ife th qQiap c¢iF mH

ftasq Frti± rfe ed;
(8)  FfistEN a c" fRE qan mamama rna-o¢ t© rfe qfftyRE rfuft

cm-bT5FTqanqtoi

`s I apfapen ftasq rfe

(i)   c5u fan (Dead system) qa $9ra 9ratTFft: ``c5u rfu" tt®ma F:met ffiifa

cfr

rty QS/8S
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qii5\iT affi Fat Qmaqs, iFt5T tw c\:>iciibiaq  (volatile)  cffi (cqii+  aniT (RAM)

cffi, ap: erRE, anrty gttr, 5qqi] qnfatan, en) qa Seni57iq¥ tt®m nit in

fatrm c5 rna firfl Di qtli fl c7apta farfe Sen5Fq3 fan fro dr-

(qs) ffl id, ffl tin giv, ire gil, giap rfe (slack partitions),
wh fie (slack disk), rmtgT dr (shadow file), an;

(try  fen qi6`apji6ap (cqi]+ qentalB: fRE fla giv, Give fla ae, CFEN

th, fliigiv ffi, 5T6t giv ® 5Tife giv, an;
tfty  ae: fen, se, chrmF frm, raniT E rflmiT giv cffi:, ani

(`)  rfe fEN qa $9r* 9REft: rfe fan gil GR fan capHH antltq5iiT 5rm
e qtfflT9mT qaH3T ire flq: eni5Fq¥ a5"5i5tta dfty e <tfflrmiT5 ±

fa&rm rfe fan de FT f5fen FT al iFtrfe EN an qi5iai f55Ttw

* qxp ffi a5TEN GTffi dr qFTm 6ne (CFT- fro q:ffi Sne,
aTfgiv 69ii¢, ant e[tFT, ch®wi I:tan Tlapifas Sen©, qT6dr giv f",

an> ch us 9ma fa!ni] rfe fRE ft± ffliT alit tRAM), an: 9tFF,
cie®wi T:t", fan at:q, cJha frm qq: rfe rna F:a5iiF Sflti5Fq?
rq(qDtliqtocal

t®> iEN:fir erffroft: xptrfe rfe®wita aTfanth tqFng aTa<[a ffl TEN:fat "
effi5fflTanra apiq` qlapiq fro dri 9ffitFq rfu H qiin ftya` <pcfltlfsI¢ ffro

al 9fro tw ORE 9ffi@ facfa apfin I qiT:fir dfafflTan afro tqqisaT rfu

tiifli<ir3¢Oicqq7apafroed,stffixpfl:

(i) iqwi` fRE ® RE Srm ";
(ap zlp, RAR qq` qFfas api?c"i3;

tfty Gtr agF, §i;iflc+b fan, an matt;

® f© 7ma faENey;
(S) ffl capqT api?q-ap--|€ qFapa;

® ffl ffl rfe RT;
(q) fan a:¢at]iT giv f6f?:\o¢flft;

(iF) qomae3 f" fla qft aFTfa` I

(8)   $9m5 :pgriiT: in:apqqi5 ate ® qffro prfro eni5 qFgriiT q7apiT en QtTtqJ I xpTtr

fan th dr in t¢T de qRT qrfe Sne fiias rfu en 5RE fro dr
igq: qrvaT¢jiei 6RE qfro trfli5 (Installed) iFftltae: fan, id fan, iFQlm

flratan i9a ffro Seni5 6fes ¢ qua Vat qH I

(ap)  dr qFgriiT: a? 9haffro 5Tke cq arfe giv ffirfu ffro eng¢ FT cffl,
fiHqfafwh i:prta cfro iga de $9ms qFqFiT rfe ed:

i.   qFlq   (Keyword)    ffl   qTRT   q5at,   xptH   lmigq5an   (File

caLrving),  igq€  ds FPe de i5iqTq5i5 qltF (un-Allocated

iiF¥:¥e:':###EL=±=±ie*:isRTckfipr

rty QVBS



iii.  cq ffl ®QIT at Sne iFme: f" at th firfu iqs5f© FH c*qF
RT giv rtyiTmaft an :gil qtf* an;`  iv.  qiTa giv' RE cts grtan ftw Cffi rfu ffl rfu r"cJScalq

fan rfu an I

tqj qfin RT: RE * fitJ5ffl fas qa qfro th, tqen: ffl
api€"i3, ffl cm fltr, apTan q!trqS ", i5rqtry " enj qRT
an en amaap I  * fiTtfro i5Qtr q" fro th fffi tan, qQIT:
5ttw qq¢ibicvi, xpTtw ffl, Fro rm, ife, 5FT, caq, 5TRT ®

~ falrcRT ©ffl fife rfu firfe enqxp iqFaft fro ed, qQIT:-
i.  fiife an rna rfe fin xpTtr " rna FT rfu qfife rfu

fiqftey a farfuqu;

ii.  fro FTdr in a ffl, xptto can qq< qqt¥ittlq ffro ftan
rm dram apt?c"iQ matt;

iii.  ffl cwh'api?"|Q RT;
iv.  rm¢rfe an Tgiv, qqfas e fSq an -api?6iqiQ RT;
v.  api?"it3fl Fed th" ~ft;
vi. iffltry " -ey,

tG)  fan`: xpHife fanra fflft an qffian iFFT f© ap th qTqhied
farmctaqFifefan:anthiq?cFtaQTuefffi`qfroandfflm€m
rm iqne: rm iFan cenan =pi§,ci>I?;g,c¢ fan RE an ® iia+i.¢tall¥: qfro

eniT whS api?c"it3fl Sen5-i5Tma en+ grated th!giv q7fi: q5an ch QNIap I

00 I c" fen qasft rfe
c" {¢>\±>i?c>Ifl iFT:fry aTt5 ® qt5ai, cFTdr I:rfe Sne ¢ c+Ii<i?.cO.ifl sma giv

aney ac f8fen xptife 4g txpta fan rfu in f± I c" f" fla
apcfltlfsi¢ fla mmaey qte ffing;q:

(ap)  7FH:fir dia5maq: cFTdr f" aa fffi ±¢i]Ha <ti5'®", rfee3i7iiT q7a5i5 €®wh

RE  apcfltlfsi¢  fdrq fed  "  aENt5iTi  tw i5fFT  faprrfe  <pcfltlfsl¢  F  met

":faqima faqF rfuq ®QIT Sne afdrq rfue rna rna " qfro
ife apfaan dtma RT I

(q)  fen:: mmafti5 c" f" q* i5an SqTzen 5t?ft qTap RE fan: an RT I
tqii+  canrmft Sne,  aqflq®sr ®  5Trm rm rna i9a wh givRT F:fRE

rdema al giv an afrfuq fl* ffliT gF fan an qtto I

H

rty So/8S
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q3i-sO : f8fen ap-cflirfl¢ qqFt in qiqiii5 fatENq

o> I  apcfltlrap¢ FqFT th qTailiT75 faENft

(a)  f© apt al 5Ttife fdrft czFca f© finfl©T fafrm, QO`O fla 5iFin

giv iFsmtma qm (a) a ffi `giv xpTtw faRTey' ffltmTFTa en¢enan ffi

FTft fro dr;
(`)  qqtiTap far rna-o8 c© ffi `iali]Txp fanq ffl' i5iFaey Fat gil I

o` I apf± fan faENft

(a) f6fen Pe (Trace) fla aqrt":
(q5)  qimT iF9iarS F`ORE q55 apFffl at f© fRg tliIT iF9Taltl I:stalFTg

cFtaemmactiFTqiFrmanf5ienPeatmialtFian"thffa6¥FTdr

rmetanayqiiiaffe6¥7TIf5i6whftyit=i

(a)  rfe rm@tmfty 6ng fin twq afar en:
(i) ife ccprF (Slack space);                                                                        „

(ii) qqfliuftq.a (7cplq (unallocated space) ;

tiii> MFT flfin;

(iv) RAM;

(ft) qqt5i rmi5tqTfty its qvi 6ng ffa twat afar gil:

(i) an an;

(ii) rm q7qae xpTan fas;

(iii) qq rfu;

tiv> alin fen;
(v) giv an;
(vi) qae qTqqu cenenxp;

(vii) an Sne;

(viii) Page files.sys

(ix) Hiberfil. sys

(x) 5fRE rm rffl;
txii gii5ifflii5 fan I

(a)  fffi dan fie qTqft ffi:
(qs) RE;

(q] ffi lfTa t®wi, c"i5 ac, cdt5ch] ;
(ft) fi e face ;

(q)±giv:ffi|OfiqFTchqlamaT©fdr©ENt3itapffro

#:#Th=H=enin ;                            ar
"Q8/8S



(ii) tail¢1F ani al d± §i;iac+b giv;

(iii) 3If al capoirq3q ;

tiv) c" 5Qman;

Ivt Tfde ng;

(vi) I:ffi RE cm ® rm®m¢';

(vii) ffl fie iga 4fS ng;

(viii) ~ fS erfe Of ;
(S) rd®rm;

(p) firfe li<i2i>i?!{Q q5f± RE \aij if3fGa{B 5T6t I:ffi Qnfi;

(i) fgiv ft®ma qi fla: xttEN fty;

tii) rfe®rm crfe:I;

tiii] qtrfe q7qffi5 €¢m <pi?ci>I+!3;

(iv) fen:>i§{..i¢ri iran fas;

IV) en q9RI;

Ivi) eife-xpt± q`mft;

(vii) qgiv enapFTa rfu;

Iviiit en qtloi?fltlctii3 qa chq;

(ix) can iTa5i5 caTen=Txp, an I

(® in api?c"13;

tTey qrfeffi;

® qqqiuft?a (FF (Unallocated Space);

(ap) rfu aq3 fan cha;
a apFRE cffi I

00 I chqTtr fen qa Sne faENft

(a)  c" fca qTacoife cmrmma caq5i5`, Fft " Lgq: ac rfe cm9ttrmife
fffi qsiiT a caq q3ife Qneqs I T©TQt5iT9iL c" f± frm rfu, fi, fFTqflq

Gmtan, an q`ife Qmap I

(i)  c" fGi\±;i.§.c>iia f6fen fitgr (Trace) ctfifan:

(q}) cm9It"fta $9ms;

(q) rm api?c"i3;

(ft) 5Tgiv Sne I

(a)  cma rul oi?-capfl fffi aan 6¥ whqft ffi:

tq5t ffl fen;
(q) an fas;
tftt das cqffi 4q3 RE;
(I) fi, face 4q: qfSe ;

(S) © alife& fen ¢q: fS efro' m`;
.+
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(b) m5 5Tft \9q: GTtrfe: utsttan;

t® qu rm qTTas;
tFi i,jiccioifl qq< flt5ng;

(ar) c" cherfe, eife-at, a-§Qi q:z";
(a3) fflttan, Btatan ¢ cip'\::5ii3i5'>i'q3;

t5> 5Ttto, f3rfsflxp ® i5TFTiFT giv dffroci rfe®i]7iiT, an I

rty:i-ss : aptflirapap-afin ag5¢an ® SqqTfli

o8 I apcqtlr"¢ dfin dgeq5an a SfiigTfl

aptrfe dffro dFTft ¢ SqngmaiT tFta f5ien finrm faith, QO`O fla 5iF6Tt5T*

5¥Of q:mtH as `IfTsi¥@¢Tq ® erfin dquct' fitalrm whewlan ffi iqTFan fro

edl

Oa I apcfltlr"¢ i5ma ©aprm

(s)  f5fen  <pcfltlTsl¢  far  al  qitxpap  tFma  Sapma  5TiT3T  ffi  givft5
rqq3{¥iQt¢ flFT©itq anan aq` iqqap fro ed mate q3fRE rfe qds 6H

gffro 5rFT H;

(`)  <pcflril:iq> far al 9rati5ap 5i<iiT faENq ± fla en© rfeft ® xpFTan
apcfltlfsi¢ di± q5fe fro ed;

(®)  flfro  qimT  f5ien  mxpT  antct*  ire , miTgu  alT±ran  atth5tF  fatirfe
wi6iiTta al REgni% (Tools) aa RTiii5T a?ft apaT ife fiTta I

®¢ I Q,cci¢$1:i¢ al f5fen ffllF7 a=iTOITfro asqtm6t75T

<ptqtlfsiq far qT fifiilFiq5Ti¢ fiHas tl€cttmitr5iiT vTFT5 T2i c<Dtli3I gil §cci¢5fi¢ th

f© RE anq FT as ed-
(qJ) Fmu (Authenticity): Ffflfie af6fima cq cq5Tch rna 5fas th th

Qqirm $9RT¢ii5 dr dr cqi qfro faffi in ¢ta flat f3RE igrT al
-qiiTiilt5a faENq F th qfas mtiFTqcfro fan q5ta;

(a)  sri:cfch  (Completeness):  f5iEN iqFT ch i5mi]t5a fdrft lf tara5Ti
q5ii]5 flq: apq[qq? rna th rf mcffro qcfu ffi flq: ffla Tiro
capTEN 3wh rfu ffl rfe al ffro iqHt5T qcfu rfu in;

(ft)  frfuoiri5T (Reliability): f6fen FqFT al qlFlir© q<d€ a q7qaraiT Tenth a

faiermol7i5T xprfe tlqTt5 casii gapia qtaptqa xp in er ck ffro dRTTrfu a7qH

aeft fro ed;
(T)  faisrrrmoiT5T (Trustworthyness) : f5fen fflFT-aim fa~ft75ita $9i¥rfl

fro dr ngz5 fry F tw rfe rfuftyap qa;
(S)  mqonirfu (Proportionality) : f© mFr am q3at€a arm q7qa® ffi

"9nifa® rmdedri  ri                                           4/
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iF3ap s`: f8fen Ftrfu ITiTt-dBrffl qF3ian Tug

Oq I an rty xpin qTFTc

f©xptrfurmf5fen5trfeffTfroTapaTamaqirm5iTiqFanfaepeffi[:;;q
Qa€q7ifeffedef©±givm!marmfirfuFtmaiqqFanffi,gen:

(ap)    Iso/IEc/BDs sqo`6 : C5fs€ a apTrEN 9ranoii{giT cmoi7i5iq Th!+iiqift thqFrf5;

(q)     ISO/IEC7BDS s¢8b.a: cad q7qqTelqt;

(ft)    Iso;IEc;BDs `qooq : f© rty tlFt©ft, q`tl€, qfad€ey aq` q3qxpft faeri]iirr;

(q)    ISo;IEC;BDS   `qo8s:    th   eFa   ftrfu   d¥pltqT¢175T   a    $9lqu   ffiaoi{ioi3r

mqaerfatffl;
t©)    IsO;IEc/BDs `qo8`: f6ien qTFT faTsrqq a qfhaey faer:qr;

(5)    Is07IEc7BDs `qo8O: th i5ma ftrfe ¢ -tlir®qrqt;

(®      ISO/IEC/BDS `qo¢o:  a..Cqq>Sf]q)-tG).aiqnBifa I

tf6fen fanfli©T faftw, `0`0 4* fari s8 L9a Sft-fffS tsj -fl f}€fifai©t

iF3xp-so : xptrfe q71RE qqqi5m fafhaq (Quality Assurance)

ob, I qcmen faffroey

±fatifemqfrortyxptrfeefi6tFT$9rH9iHffrofiTng:
(qi) ar3]irquq}-iHt in i5maiqi5 fat¥rqq erRE q]tan;

(ap) apt*rifaap firm at q± pxpi5T;

(ft) xptrfe iFT at white find a7iqi5 qq9Hf6a faqTft;

(q) © FFt at qtm fdrq 9maf6T faiFTq;
ts) fry anft q7ap rfe;
(b)-aptfltlry¢-ixpTan5nifefaENeyaplfas5rgivfinfi+I

(f© finfli5t faith, `o`o fla flf@ s8 qa ©q-flf@ (a) qqFi{a qT=[ f=rfbe fro qtr)

0@ I qqstwiT fif±ma $9rmF (component)

qftft5im ffifhaey a qT5Ftwhof f5ien xptrfe q7tan  qgg[pe{ityT OrREls-Oq a as
qft9tenfaf5i5i5maSfltmaprfasaaeiqqFqeyffii

q3i-s8:fae#faii3Triqi

8o I  FHT th qiqiqucva-* i5QIT-Sne F3qxpft

± th f5fen f55Ttr F3rfe f© Fqu at 5nms ch 5e`q:ffre canFTr
RE

" Qq/8S
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F`gxpq apfrfu atma f6fen <pcfltlf3iq> EN, qtl9ifaDicic:q..:a     `            a    ,. 6tl ®`ap

fa:ire qqiT 9rfe F:qxpq fro 9nifa flq: tryq f© ixpT th iqi5TTiiv at gap-Sfii©
FT:aFcola cFta f5iRE c75Itav ?i3i a-Ttlb F:tmffl RTiT atrt5 ed I

8S I   <pcflrifsI¢ ffl qTENiit]a >iai?i5|aii

a? 9ii§,uqi?,ctl:st qan <pcfltlfsl¢ faENq al ffl qiTqfife ap, q3]iT qq3T, theniTq at fan

rm erin, fazife 5TFTHT rmit qrtyF fro dr I

8` I 5Qtr-Sma enqRE

f© `aptqtlt}iq> q7l{qq :ptqtlf}iq> far qT q§\apq>?Ia qapq apffl a ffi <pcfl.It3i¢ fanft

qT 9rat7m q:a;ig qapq i5QIT-SqTma anqin ai5iiT IfT±itqT I

8o I  it3t{&Bien  ip.cqtlt3i¢ q71ii  fif3iDicim

f© frfu9Ii5T rfu, `Osb,, f© frfu9m fifth, `0`0, 4q` `9a 6ii€ucii?ctl fa{i5 fan.

faaarF qFaoiqFT f© aptrfu Fmaa rfu rfu qfarfe dr I

88 I ffirfu ama F5"

t¢ich f5fen ap.tqtlfsiq 5i7iq q± 9ii?:5ffl¥ dfsenqtF rmof dr, i]<"ffro, faereeifi,
6qey aney F:rfe an`an rfu ig5 on± qiFaniT i5iT frfu aim fro prrin; qq:

ng9I tapiHT firfu elm q5qT dr I:RE xptrfu 5]7Ta ap givmatF qTaT Qnifro I

8¢ I  qqjTrfe

qqT9rffro, canm fir.in 9rfae 9iffro 6rm, taut f5fen xptrfu ant apfltFa
qi.c=::rqqi cerffro, cant fma qiTfflq ngf]T fl5 fiiQ,\9cTRE pe calen fatltRT dtth`ft de,

qxpifife ap wh¢15 ii6 Fmatxp qas din fro rfu I

8¢ I fiie~ ainiqrd

(s)  iREm xptrfe ant q iF cFta (Domain) rna 6Tf©, qtae itfan,
9rfrfu e qiiBq fife qfife pet qrfe qf5iTap fro qtri si55 tzFta q±

orRFTRF f5fen ± F7ttqa wiT qat qitrm fitffl fir fatrfe dr I

(`)  fl€ ftRIRI qa iqi7i5F eTiF5T ed f© xptffi ENa qfgiv ® at-FTTht]iT
farctf].in  qr©  ffl  qffl  m`qich-aiq>-©iTcq  en3ifie  fflgiliT  ITools)   flq`   q¥r

(Approaches) rfe frfu am Fat I
(®)  aqf5fii5 qfaFTrfu, fffi m€rm dr eiTe[ i5iiT, aica qf5wh ffro fl€ fiT55ap

fjiirvvaoici-givm6tTF¢i]TThtri
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rna-os
qfae-o<
qfae-oo
qfae-o8
rna-o¢
qfae-o¢
qfae-oq
qfae-obJ

qfifitry ffl
:     f3RE aptaiirsTap qmqT 5fqq{qiT pq5en

:    f3RE apcfltlfa dan tapq ofth xpqq
:   chRTas

f5fen ]giv al 5rrife fwhft ertan
fen iHt at 5ii5TTi]5 ofaa€ft eiffu caiii;.mE

apfRE ffift afar can-5iE
&qflT5m fafi5t5q5an a5ae
ap-cqtlrqq>-aiTItq atan ffa qR
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rna-o>: f6f&bioi <pcqi{3iq q}ttqa `eMirmsi wi

FJHiwh rfe FFca fin (TOpic) qFng (skill set)

Foundation

Computer Foundation
Organization of Computer; How computer stores data;

Bits & Bytes; Evolution of digital media and storage

system.

File System

Decimal,   Hexadecimal,   binary;   Little   Endian,   big

Endian,  Sectors,  cluster,  slackL space,  Metadata,  datao

filename, FAT, NTFS, EXT, HFS.

Introduction toInvestigationand
Law  Enforcement  and  Regulators;   Infroduction  to

Forensic Science, Electronic Evidence and its nature,

Categories   of  Electronic   Evidence,   Methodology;
Digital Forensics Forensic Technologies.

Identification
Information Gathering

Gather facts of the Case online; Preserve the gathered

facts.

Collection
Collection and

First responder roles and SOP; Dead Acquisition and

& Live  acquisition;  Choosing  the  best  data  acquisition

Exanination Examination method; Triage method; Triage tools.

Analysis

Data Recovery

Storage Technology; Damaged HDD and Flash drive

symptoms;   Logical   and   physical   recovery;   Data

recovery tools; Recovery of data using tools.

Computer Forensics

OS  Technology;  Metadata  Registry;  Artefacts;  Data

Extraction;  Data  Analysis;  Data  Hiding  Technique;

Analytics of large sets of data; Memory Analysis.

Mobile PhoneForensics
Mobile    phone    technology    and    evolution,    User,

Telecommunication   provider   technology,   types   of

data, acquire and analysis tools, preservation of data.

Network Forensics

Network  types;  Internet  history  files  and  Cookies;

User credentials; Network forensic tools, preservation

of data.

Audio, Video and Understanding   the   technology;   Enhancement;   File

Image Forensics authentication; comparison.

Emerging

Social Media Forensics•DatabaseForensics•DroneForensics•VehicleForensics

Understanding  the  technology;  Accessing  data  from

the   device;   Data   extraction;   Data   analysis;   Data
Technology

Shipboume Forensic•CryptocunencyForensics•BiometricForensic interpretation; Reporting the findings.

Presentation

Report Writing
Format of the  report;  Effective result presentation to

stakeholders.

Law and Mock Court

Laws related to case; International laws; International

collaboration;  Presenting  expert  testimony  in  court;

Introduction to  court structure;  Submitting electronic

evidence to court;

Etiquette
Etiquette

Professional  code  of ethics;  ethical  and  non-ethical

code of conduct.

+
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LabManagement Quality Management
Understanding standards;  Conducting audits;  Quality

management systems.

Health and Safety
Identify  Hazards;  Health  and  Safety  measures;  Self

protection.

`1,A,.
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rna-o` : fGif&bici <pca+fslq dan capF qfRE ¢aF

rfu
a i  wiamaqa taaapan arabic:+ii:st iiiT:

rm
csrcicapitl

RE

a I Ofthfia C9iTch apof'¢n5i iq. iliT :

qra
cmrmmarm

® I qTrm fafflft

:  oo-oo-oooo

qTwh i: ® arm, arm/ 6qch ® can

o   oREm, flREii5a(fi
rna) ® rm

. in, QRE iia (fi 3maap)

cam

qiffl q`f*€ faifflft

8 I f6fen <pcfltlf3i¢ qan calPe \Diiqi+ic\9fl texhibitj fdeey

. (exhibit) us a q`f*©
fafflft

cthQma, cS, qsan a fan           ®    9ITem

fflae?

a.  ©qq

. rfe F`fRE anrfenrqFT
Cap

RE

c&

ap oQ/8S
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a I 5TTffliT5 cgivra fatTaft aa: iFT ffi

(7ma/-)
in, qra

cqTae

®.> I ORE fife eiEtcTa rfei e 5TEN:

¢.` I qf$ 5nETtma faiq3iq:

¢.® I e|qewh qsiu`¢rfu in, rfu ® ife*

'1    1"' 11  \  lul     11  ''  ,      ® 1.1      -a.sIaTtapi:,giveRT: V+

a.i I qas 5mTTiTffl faeft

a.® I  ent]iiTi5 dan dfin

xpfiTffifanqqrfefar:ar5]:f5fenaptrfuqmiFrm[calqqmfatama5irrfu
qesanrfui

anqinanq5Th:f©qtrfuanacfiiq5"aqiqffi:{qitQcq,qtrfeqanqfaqt5TangivgivcqffiiFtgQtrStt8fla:
`Frfufatrmcraxp{qsg¥;cFcaTgiv5en$9itenq¥rfet"iTmrfei7T¥iT5alaci

FTenqtqrmaiBalrfe:fasinxptaala¢anqacfa©anrfu5FTacq,fanfiqfa6TanRTrmenqtqtirteni3Tenfflrm
rfuai[mi§i:ii)iprfuqiTREaeta,rmma®qfqqt6qaptatxpenfan¢5fflanFFTth5maTiTtencan#anrfemsenmQnffromi

q`%fieanqaptrfeagivth5TTmqi5:FtaFla¢qanofa.m¢i.:iaF.iatgivangFgiven5TfiTmagivq:rtyqrfe¥al5TfflRT"fflcate

fa"xpt9:]1;rq;mqf8imE;]q5i.;i\qqfScthrmftq5fin1sigrcalrmm9ra00finq{%at{$5RIxptali5rmxpfaifefl5i5t5whir5
ife an ca I farfu

ERE Ofap6Ta

qrfe an ed I

rm, rfu e ira
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rna-o® : ch Yap as (Chain of Custody)

qfflfaeffl -caay ®QIT dma faiq3[ft

rfuma RTffl

3Sisiqq}ial*faqiiq

ct iqF as ffis xpair (Chain of Custody Tracking Form)

fi€qrfu faifflft

Cffl ffl chfa¢

H8F3

Cgiv

. RE e ffl

i5ay ama fafflft

qlanRE fflq fafflft ti]toai, rfe Fi]T, RT, fan fi¥ chB q5grt

.+
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i5Qtr ancra fatTaey

RTrna rfuct faft(qz5aT,ffima,iFiqr,fan6¥enaq5gr)
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indicating  that  both   parties  agree  with  the  work  before

r methods tci
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