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) fofEbrE Rarsfer R, 200 99 RfF Sb &3 RUN opiE-
i. fEfEbE TEARR HIRI G e e 2309; 92
i1, S4el ORI Bofg wfore wifire A SHEA;
() e FEAPRE @i st ol Seite Aamige ave A7 8-0y ¥ 3ffs
3ifeifq wper Qfere 23|

¢¥-0¢: TEfGHIE FEARTP HIRT TAFIA

> e

(@) TEAGE TN A GATS 30O BT FAT AZFY FRACS A TR ATAGA
FEALE A9rwE TAfS AfHCe 2309;

(%) "R Awsffe sxg wAfe ¢ sphews AFR-
i Wem;
ii. TGS (ST o It AifafErs);

() TS I E TR felor® T @ JIYICATS! SR AT G2 TBR AT
223

S| TFCSIF ALFS [amifn
@) fAaffe Rt REvaiEe Tebea @ 1 28R Tl IS AlE:
i. STECSIR a7 T A AARS MRe™ 7,
i, TFCSWIF O I 8 FTHAETH IV,

iii, STECSANCI IR AP ewi Ffn
(%) FTEALE AR G IR &= RF© AT FEo e AFS 230F;
(o) T AFLCWT GF @IS A0 I Y T FRALE Glerro a7 faafofe vy sHegrd

TS 33
[, A AN A2 @ FRIARIIA SR FHATO AR TR &1=7 @ AN
i @ wif3y;

i, Y1 9 weNe @ AT (@ WE;

iii. 5 IRACAFIAF A @ @ATCACAF BT,

iv. FEAGR SR 5ifEvag ¢ @rE [EifRe 39,

V. SEARR RO weee aviee T81_) offid @ wesif3E wafa; (eb‘/
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Vi, TEARE @R e afEFug &ee (@e- AT, W2, ™ ©pie, Twpif);
vil. WWGW@?WWW;

vill. Sf$isaee sfzs 1 AFE Ry S [eifie R

iIX. (639 9K Fr6fS 5@ wifH|

39 | GBI AeFs famif
() Tolte Siggmpel @R BT e JIRMR &=y Boireg ST ST 320 AP 93g

goaifoq COIE et Fafere ASTH A1 FASeATT AURFTS 22R;

(w)mwwwﬁmw,wwmw,m

MLTF QTN ANfFe 33@|

38| TCEHNT @ FFHSIIF 9 SifFt

AR ATy fSfEre FEARRE MiE a7 8 FwEbeY Feafere e TFoiife
fIr® 3373:

A @ (CFHHo!

TR [{ese sTebeg

TG A~F@IIF TFH eI

(12e foeres Regd srebewra

®@= Py [ Feem a1 swbe
OIAD @ ST ool Rexset sTebewy
SpAle (¥ TebeMg

e Froewny

o2 oy

BIEEEaF|

SIS R30S SIS Teile, 5l @ A (AT, FLFw0eR &=y Coie Hifdwr (-
(5] BIZS, (AIGE 2% %, SSr7, 2oty

f3if3 Gafst

¢ | TS @ wpEfers T@re (tools & accessories)

fEfEbe Fmire M FEARRE R FAFIE SR T RS 72w TRwres
frwaffe Tg=1f% @ wiqafers Tare= e 2ife 236:

forbrg

f2 98979 7@ (Document Shredder)
MG GFEH (e

forest e SrerGas

F SIS

I @ fBfe v

WD G ((‘)/
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o it 98 (Communication Device)

o (OIET I

o OF

e urof¥ 35 (Magnifying Glass)

o uiere Fepeiien Sfsr 1ol (Evidence Sealing Bag)
o O™ oF oo

o 38 WHF (Permanent Marker)

o FIIFITC [

G2*-0b fEfEGIE FEAE (3 T390

S | (@ AT @S
() frwafe ofizPTR SrpReae 2ifefl TR @ RN T Ff0e 22R:
(F) TEAP APIF A6,
(Q) FIEHF A1 fA<EA;
() TIATE AR GITRAT 2B
(9) TEAGTE w19 o oot Ffad;
(&) FCEALE YT M SAETNCO [
(5) TCEATE AT T S NS Fojief;
(®) TR @ Aferwm wifde |

v | FERAPRE AR wfgAed (Requisition)

() fEfEbE FEAPT MR @I SYRISFIRF (30 3209 AIgpifF g I 2q2-eel
I SA1Z31R #7 oAfAfHB-0% @ Ry® &G Fraafe AR wiww T &fows
A 932 FIpIATeR b [ SR ey g R

(X) OF SEETH 5, S REcEs Seey, SeRies [RAad 8 49, EREAT A
freifie RRad @32 TR A9 91 REEER S Tuge 00 236

St | FEAPE (@ fA9EA

FAABE (1 AT FEFN 2 I 5 A @RS FEARE T A TSR AR
s e fefe weanfin @ syt fRam 7R 9o 393 4o wae (AfRE-ox) e sft
e fdce 22@:

(F) TIA! M SRS HLECF W2A© fofe;

(%) T It SATS ettt w1 72 &40

(%) FCIAOIE FIAT I ATAK 390415

(9) 2B FOeTIF, AFHSWIF @ FfATL Sy Awieifu;

(&) FEALE T I SRS 9 8 B W
(5) FCHARTE T I ATTS AT sAifafEis o=t
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S5 | TR AR ifewt o=t

FEACTE AT (1 WRAGA T A A2 S AR eAReizE e G

() TERAPTE A1 SAGA4G AR W3S F;

(%) spefret sr=raret srewt 23mCR fReat B3 fAffswwad,;

(*) (52 o< IBfT 93 “ffiet FfAvig 612 (ARRB-00 T8

() AABF1CT C2ifF® @R W fEbe sEafe S8 ARR fd)

0| FIARRE 2R w2y ot fAdee (Evidence Assessment)

frsfife famfn Revaieer afRamaedg eRaedt 3t T oEed e Es @
FARSIZGIR GF AL TN FEALE A (oA ST WIS Aed T #4171 52
4fTe 40 2307, T4

(F) Fofes S1ere O SRt SRR Aafors 18w $RTs 23R Rt (@o: -63r9,

BN, @, wzeme A2 [keywords, toolmarks, trace and
question documents] waifig fFFw);

(%) w8 fOfEbTer w2y-awtet 2aitzy fAfire o=y 2317 owg [we: oG JfSH etz

Q)

()

(¥)

(®)

(SR & 7meel siioed (Preservation order) 2w w3t 23w fa, VBRI

I O RIFAMR BfFe a1, 2-cr3e ez AfFn wpime w91 33w ot G

TEITS! AG13;

FEAPRE At WMo AN 31 AT @ IET SoAMIER T R FEAtw

WWWWWWWWﬂ 42 (CT: mﬁmﬁmaﬁww
°Gl?ff’f (I TS, Wﬁ?

I (TP SIS (CT: 'R, C2efE, wfer, wibiee, f2olq Sears Steiwsig aqe

7 AETNS) S+ F1 23 O [+,

IR T e drnesy afefie s (ro: T 3t 9= alias), 2

(2 B, WRGAP ORI AR AN, GEORF I @ 97 TR

(user), ey =1, #Meirs, 3TGH @ J25T F); 13 T wUYifag F2RHE By

SAACEDY, GIFIIA (USer) €3 5B ARSIty TN AP a2 w3t

TI30S A,

TIZ© GBI ot irzered SR JRRFINTR wrst w7 fdad, @t

SIS IS 3t K237 IS T G294 W IRIAFIN Aoy wraml- i 2w

faat AfFCS A (Earzaergot: aafEspm, 3 Giodt, CoelriaRe (Encryption,

booby traps, steganography);

(A ST SAPFICAT A1 1 2309 Ol Aif{erg fefy;

(@) SSfHE (FI9 GHR0eTR 2TAGw 330 et B fizer:
(W) R TS ecarem 230 B2t ez (Q‘)/
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[Craey: fEhe TEate MR IRE @ @& FEEFT 429 8 AF-o=d F28=d
ereq fefebie fareret quafsrs ARisifpleces Sma fAre 23]

b | fefEbrer w3t 31 Serre [Resrs

() 2 Yo -9 [AY® Awfore fEEBI T3A1 1 wierye Ry e 233;

(x) fEfebE T3t 3t wEe [Reasd afFaR e R TEr I Sere [{uEer 1ke
AT R a1 A aRMFATeR fSfase T3 I wewe [ReaeR o
SRS I e TRt Reggee 9nd awem 236 @it sfEce
"IT@FI?{;

(0) &G F3AT 31 SfeTTe [ReaeR AfEe M e [Ew @F IR 3 o=y Sast

(8) fEf&BIe w31 31 ieirye Resaees vt AfRMFB-08 -9 [RYS GFl-515 wpiae F=1 2O
AT |

3y | fEfEGIE Syrwy-2siet geyste

() TSI T I SETSHIR ASF=ieela ST S2iF xjwo! oppel AT e T2Ics Jfoes
(Tamper-proof) et ax=sia el e 2303 TS T A FAATOH 2
<8 1 {7 =1 23 )

(x) TG-S (3) @ 3T Perivett T30 AT G917 HLHE FYA! 1 SANS AIHP AHe,
(3 72, FHCSH =2, T LIS OIfFY @ 7y Trard FH09 3|

(0) &I FAT 1 =TS Fopsicea owea AfFfAB-0x -9 Ryw Rl Tl 8=
S TACR =T A2 4 -4 Graf¥e oyif e 2 gopefrn Gwe e
A

39 | FEAPE @FEF IR @ 2Af o

(>) FEf&bTe FEARRE =it $9F GGG TR AH! 41 [ReaFeew A9 fefeste Harsia
qrerfa] 93 IR e T3y Tifeed TS T3 62 2formy Agese: O
HRIATIBIEE TGN AAGAFIRNCE AW FS 23R

(x) ST AFIABASPINNE S AW 217, TIE PERAPIS A A A AWBAg©
T 23|

2¥.09; FIAFNT AT AW

38| fEf&b1e TRl A e

(5) RGN - 2ol A1/ Reaeea (weg fHaafde AfremR wwpEd $fHe 22
(F) TR T 1 S 429 (Receipt);
() FEAPE F3AT I e 29w (Examination); mlq/
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() TR FIAT 1 oS [ese (Analysis);
(@) FAgEed ¢ 4w egeed (Documentation and Reporting)
) ARSI (29t @ fEfebre ST eroysid
(R) 2CEIGE - @ [Fatom qfiw S 37 o7 FrHfE W2 ey
TS 23|
(©) (1 SFABIIAA FFFB AT ToA-Sr=y (d) @ Srafie FEAE T 3 Aetwe
e 31 FReael 2 gcare E13fe w4t A3 Aied)
(8) FCAIGIE SNIHI-2NTIA B34 &K FrofG @ W[wof wrpg A Tt 4wy Rz
facas fora Sy ot 23

#eyofal

[ERHC]
fefEbie aerTs

w2¥-ob: fEIGBIE T[T At SIS S22 ¢ TAtE wigge

3¢ | GAre Sfdsze dfea

(5) fefEbrer Gy (- 2efos, AR SIS, (N Bigs, ASR, Toift) 23rs Tyt
SIS TEAPE SfEfH, S2w [Rawg ARRea t 3faw, 2o Fizd 9w o
T ToAte wifdazd e 2301;

(x) TOfEbE F3a1 3t wiefces et orps wift fBfEb fEe13 230 Soite wfiazd ke
23A|

(©) fEf&GE w31 At werTe wfazeR ovig fSfREbE fRarsiet [, sozo 47 wHii
e a8 SIis TR AT I GRS Afege G TS Sprae FfHrS 3303;

(8) fOfEDIE T[T A1 WIS wfdarze 72w RN A7 8-0¢ @ 3ff® Grl-5IF wpret T a1
|

Ry | FEETR BT 2300 Soire wfdage
i 42 onfity Botte wfezs $fHrs 23

() S1® Bore wfdazd: B2ite e wfke Soife (Raw data) w9 S (@7H- 93

o (eTreteTs S e, ST A 3 ATRAT w2prg 74 5% Tase )

(¥) G Tofte wfdgze: B3ire % e syRie Soiltey @@ [Wwgs @
(Allocated Space) swge 2=

() b fErFa 7f (ST I si2az FfRTe 23 IRCS YA et A A e

Goffe «3e s A (Unallocated Space) S sfoire smge

e i %
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(*)

()

(8)

(@)

(b)

(q)

(b)

(®)

QTwCa 7 5% 31 foraa GoAre yfespia o1 s e GIRewig GAf&6
341 forzg Sre % 91 Ssite aftaze Jf Ffar O Fiaae F1 AW Tt
SGprIel Sgferfst wiftaze e 23|

FEADR S/ 2rceE Reest 7517 10w 83 a3 e s sfs
23(J WIS AIFFIRN FER ARS 7T Eolfe G =y I+ ©2 31 THAre
1 A T ovta e e (Sterilize) +fHte 3t @726 ¥ e
Bore yfear s 230

GO I1G-FFF I FFCOHIF AL0-7 fOrF 3w 2ol oy form
forfaTe 14T ora @32 YWIg AT S o e Ot a9, forse Solies @1
AfFISH IO, IS &2 Tl AR

2eifee G (Imaging tools): e FGewa A For 9 i
ol ffew fee srowesd, Tt 2ove et Af® (Format)
S f95-313-36 $f23¢, 932 T 34 q1612 FH0e 5% g+ [HSqearey @32
qoAifeR FFH ST TN 2 AV FHCS R

Gof-wrejeent (¢) @ Srafe (G FTLeIN @ Ao iEpmR fAagst-

@) It 3 wewiFe (Hidden) coias *Hiewsd;

(%) PRSI @FifAT fTo135 TG Fmaad;

(o) 93 T GFIRF Gieefs o1 rfere g

(@) AffFee@ (Queue) TG rwTa9;

(&) 2Bfere Y (#) SEefans Q= Yl AHIZFA;

(5) ZfSe eifeaa f[Rfew sifiea g a1z,

(R) &oA-S0ery (9) 9 SEfie SRR e MG AN

(&) OfF6T @32 FAETE G FFR;

(F) Zove itz Afewr i 220 B2 9+ T>inesd;

() G5 ST PSS 230S G HiAYRS FATFRA |
FERADIE IS FIAI6: NS FINI6-97 WKy f56-29 GFAN @32 (FH (G151
AfFAE S e @FFd (Manipulation) st 3w a1 [y 2pfere
FIWIC AN 9HAG 8B wwHc (EWF X)/E (X) 0d) 31 wjiweisie
FEA0e TNt (AFF) -a (3@ e S4ited wfiee 2oe (raw/dd)
AL PIRCS RE; IR @ FIAI6-97 QHEPHR g

(¥) Teiitas Lo (Compression);

(%) ToAItes axfEerasad (Encryption);

() gfS e

() & iorett (Metadata) fofeessd;

(&) T3S Y-G9 (o

(5) TN o120 Reewad |
o fon TR ATbeWIE e TN for foF 2eu fabe FEAhke
ferd w1 FrRice [iR® 31 20 vy Tol-orrmv (9) -9 e TG I
L IO A @"/
fSfeGIel Fa1 A1 ATy IS P13 ABIIFA:

o7 Hb/8d



(F) TEALR S 778! o el ¢ Reseds [fie & coim

(¥)

Q)]

Q)

T @32 S T30 U2 Tl IR Tt B3 612 3119 &y
So7 Seiitad (6 SHA->, SHA-3¢v It O (Tt sfifafos syiersifaas
STl AT R30I @I T TR Y I’ A G Gioe AT TA
230E;

T Tow ToATe O I SfiTd T U3 T, O 220 TF ToilEy
1%/ e fa afen aferam ooy 230 932 BATS AN AT T
Y SITS IS LR ATRISA AT 220

(T 4% P e I aH St Y e oy e
TS Htg R 20T T3 Soite Wi Ifice Fwoes 136 g
e G FECS 2|

e 2feFa 930 Seret P F6IR SRS 2301 o T Y A
tefiw fAfSre i AfFas e 243w M ¥ e afFns e
TS ! steiat STRCS 23031 @2 78 oIS 3 P oAt e
TR ToASS ATA TS 22 IACS S T AW @, o FIRER
Beite 3rafere afeFare oo AR 27 712 ¥32 207w TR Toite B
PREIEIGERCE il

(S0) TP I JTFeA:
FIALIE AR FEAC 3 ieens 1A f[AfSe cbiee JRd afers 3@
32 TF S TEee A AR oy Ses e (@w=- e A, Topiu)
oF-735 Jiweeie e 23E|

291 (NRr3e fSeres 23rs Seite wizad (Extraction)
) Reeree qt 230 Frdaw g IR 4F FEAR [ers I A wee fEbe Fm!

I SIS 30O (P 4T BolE SRR e 333 O [ Sty @
RGN FEF AWS Froieelg s TR0 2303; 932 Regset 1 s S
AT a2 fTo13y S S G [REs I 4533 O fTo2eN
e ASTCPTS, SAISTS U2 FIYA! I ARTACSH 49 28R IS 22|

Bol- oo (5) GF SR I T (0@ TP [0S 1 AP AeT 02
Toite wzgel fAfoe ST 230 €32 & Srmeely fAaRiae AT e SR IRREF
(1413 fGe1ss 230e Oofe wids 41 93|, T -

@) &1 wizzed (Physical Extraction): fe2em coitae 230 Fe af<e
(Raw data) 12717 Soite afiazd 2fFwe 229 (S0 wizgd| 9 €J=H
SIZAEE (Fla SAIEfES BHAeTRee ARSie [fen FEAiRe o eMIE
Wy Rewwe o dfFaers T4 deies 2 @R Aefore Rersse 3t
SATHHE WIS G2 YR @ o, weiicae Bedw I G2 et

;. b
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ATINTIIATST 2= I U TMLFISIE (P JIAIFIAF ARHIIaTo! AF
Bl

(}) =12 Beew o~ (FSD) “afore wizge: 12 Frey o>t wizsd «af®
R3CO(R (O1® WA ¢ AfGrpyie o e dfewt 3 Awfore Sre
AR S Te3 F1ea oy F7gwia ¢ O [Reee 391 91 (@O
G SZI A (SIS ARACE LA TATGISR 2300 IR AGA ©2 i
CATS 2 g&Id T 78I T A1, CIR0wcd FIZA TN O wizge A4 ors Tofte
SIS T AW | (ST SRACEH AGH (@2 79 e Ae; TAE og@lq F1
NEIAR T, T2 BB O G1g3d 4GOS (13 e TAIS F7g&Iq 41 5«3
18 3@ At

(o) sifEreyret oirzee (Logical Extraction): sif&me sz 2209z (WIK12e
oI 2300 IR Sy ©2 TANE H283 | TP FATLSF JIYES
TIHTTT O3 S Ore T3S Oy It GG SIS F |

(q) ST S1ge #wfe: I Torg e Aafors @it Toire wigged w41 =t I3,
O R0 A SGfOre TAte wivgd TRl WS @R Awfore TR,
SR G S Fpe e Soiitern Fiaie gz, fofbe o A
GISTIRY 341 T2 | R G(SCS (124 fESI0TR (Sroeie (1S b1e] St T2
GfSfR AT W3 TS N ge ST Arae 320 A

(&) @O (JTAG) ©1239 A&fS: o2 I APSIE 7111 &7 FI (VA2 fTe13oR
¢%0q JTAG @32 fo7A-Sr% wiiggd 2o e 1 AR, 932 92 TR AT [Sro
R1%E feorns G @IS SNRaE & @ed AeFs e
Az Fere™ ARETFs @Ed CielfEe @3 2 230 @ (\RIRE Feize™
CoIEe 2209 S<Fe (raw data) 12111 Toite sigae St 3|

(5) fool-=r (Chip-Off) =iz siafe: fool-ore wizgel Awfore wfqwe qr2Ife Tt
SR A1 IR Q0@ (VRIZ fToIT 2300 320R CHIEFaE (7 fafeem
iAo 22R; W32 Togeel f[ften 91 230 @RI T 5 231 WA©
AR | (ACFCq wiel TeReR Coiae ¥ T fFUR GHE 0ot Ao A,
CT30HCa U2 IR “af® e 22|

(® 32 3t @29 @2 (Rooting or Jail Breaking) sizsd «&fe: fomis
et e «3 Root Siiemt 3fE313 799 2319 JI2FHIR @9 F9iieaibe
Presre T3 Ay e «AEm, B owmz g It @3e @ wgad
AGOCS (AI4125 TSI/ JILALPIA 2 SHHSES GG Heds @ F1E
ARSI @RS AW, AT T TG TR %S 2300 A ¥R
GG O3 (PR 2T T 28 AL |

(©) B Tolfs wigaeE Tt (Tools): (<Ie feeiy Rurwew e MyEes /ﬂt)/
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(8)

(@)

(CfSIP0E FHo S, AW 2ASHA (I, ©B! (99, CIBIFe FAGH 8 Gy
ATEA TS It gy JIZH 00 28R |

TG IR T2 FI016: Sferete w@eiife (Tools) w3z Ffu Sote sz
TR e (R fSeig «F w2-Boife F=ifFR (proprietary) FRIG
HIRgd RO 2@ Arieawely Ay f[(fon w@vifeor Rt wyoie shtw
M Sraeely 92 FIWIGE SoAtesffer ffon Tg-ifor Wy FAE7 391 A& | A1)
non-proprietary @12 FI9it @3 W {9 F135 ((bin) 932 s w3
(raw) 98ee 22|

CN1A12e fToT3e oerae wizge 2@ Faaffe smewst seaa otz o3 330
TG Sigde 0o 230<:

() TG Tt 1 wiefrre Birosse: @iz i3 2308 FEAPR T 3

(%)

Q)

SIS SRR St 32 Biee e 231 RS To3ew we™e Aye
(IMEI), 37Ri2e1 333406 @iz 793 (MEID) 3t fSifiwe 993 2w
I NG FHAFeics o1 =Hie w1 9151 IMEI MEID ¢ ffsaf 991
IR I FERAPE FFL ST G (PIF T AT MG R Ory fsfiey
>fC® 2303

coiae ffear agosad: TRy Goife egws e Stey Ot BIEw
ffSa a1, craws, sfimy @ e age R 23R;

fEfGh1e FA1 A1 wief® @b eq<F 230® 7AFw¢ (Isolation):

(W) IR o3 ux Toite 78, Ff® 31 AfFS @darm B3 796 4397
FEeTF et 220 ffeen TS 23, @1 ST Wiy fsr3rm™
v e e ey O Te13er Sate gfeat feria srwwet afzmn;

(M) S (NIRIZH [Te13 ‘F%e’ SREN Tl FIRAR JEIe T G130
oA e o F31 9T bie] AHCS 233;

() e +4fS Aramia (TR [TeisiE @henF 230 FAFITad 41!
qra:

() Preafeses I8 @ FA: @ A B/eizfiay ¢ @113
fCerzeR @ Fr/wftiar ¢ e Bfes 23w 93 8 @
(VIRI3H F@ESACFR TS FLTAM I 56w 3303 Al

(i) Fo e fRirss o Boife oifzaet: @heu fFHirss o (Ta13e fSei3s
23(% BHfe wiRAcid G heNd f[figmers fAfie sy (Hifes
(Faraday shielding) -2 @36 oS00 HREER HR#=
30 23R,

(iil) ewaee™ wyifiie TG JILF: SRANS (ST AATH, SHATACET

("
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AL ARITS T I AN (NRIZCS T AT G2 F2F© Ay
0o 917 @337 wifere sag e i exe-w18 (Wi-Fi) ¢32
352 (Bluetooth) Frices szt @y F [ 230,

(iv) SR #wfox 929 Qi FRew JIE #AfRCS WA Aafe
2R FIA SAEDT LTS ARITS FIAT I SIAACS (MRS AT AH
932 AP ST TS AE TR I FA IR 93 dAfFar
wiee SAfFRSEe JifF AT [Rew 92 A% JIRAET o (AL
ferzome “F136 G’ A, CFawo, FERIE I Terzee
@T3-F13 Y32 F5 Biefatel @ Syl (b eAF Hiefye 36 S0 2|

(@) 2T BoAre Sigge: ArorF (NIRIEA fSoizeR foqfb wog fHfear Aee g 230
TS SIRHCNE Gy 7T FAF (I ST T HTE-

() Pryenzfiad I a3t Fa9d AYfEa (TRILE @l FRADT T
JI2E FEC® 23R;

() TfF TS (I3 Terze GrEfy IS FFHEHIER 2ofes A1 F
BI30eq O3 AT I TIE, O YICH(G (O 8 FGyie] SOy LHHI"

IR AGMS ATA Tl AIS;
(0) FOIReR TeRAd G 0% S 43 GIRIRE @ FEARE
MG I A0 |

AT |— TA-So=Y (9) STl RN, -

(@) Bryeizfezed T o= A otz 932 iR IR &
feferre wfezd 3o 2201 FEARE T A AGAS A2THA @
IR G (TR FIeed [(6-5-R6 @9 889 Ffe 2@ (2
FBeTF 237 T2l RIS AeM! AF E13%-T T feer3e Arew
Br/eafe3as 16, SR ST AW 2T FIYAT I SAH© 230
2% TS 23F;

(o) GiEe fTeizs g st AR fAfve be Gereer it 6
@rerd (Boot Loader) si#iteiie i<t (ii<i2s 36 FH0o 2301 b2
foeR IITTFIRT Tole (FiHe AfRISy 1 sz fGeren
ForEAe (ACAIRTS o4 TS 220@1 92 43 9 (S1S A
(TRIZER P2 3 SA7BIT WCol REIE! fTeRer a9 (e Sagald
I AR Rews 3 43w G feere SfR9fens
AHITABIR A9 FC;

(?) I@-
i. w:gmmwaﬁ@wwq@mw,wmwﬂ

v.)/
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feer133 (W13 (H e AR (HeF 330w Ay 99w
TS 2371; €32

ii. foo301 327 2RI I SIS J2t (@F4- 54, sirrenrs
3t AIGI) (e AT, ©I2t 230 TF fCSIIETF FEADE AT
Te eicAifoe R Iy Sl AWy R T2F e @
SeIfere AfFET A1 20 CIRE) AEH HOFTS! SReTqH IS
R,

(%) M-

. CRrEE fEsizer B, sewrs At spibi 95 23092 Gint A, ozt
320 B oI, APISHIE 1 SA1IBIH BRITS GASIE 2T 0o 23
TS Tor3eT “AfFsj sfra=iifasia Arewt ¥, 932

i, (IREE foerds sEfee Srgs AfE 4o $fHre 999 THEH
AT N7 A1 2T, Ol 320 O fTer3r Goilte 4@ 379
Ty AMTRE P2 It 2B 2tane Tt A3; T2 @i el aifa,
FA SHF (T A G (TS S AT FRCT (14135 Toi3
330e e Gsife J8 2331 9121

(8) @2CFa FHLWIF O3 Ty "Fo-@ 1" (Brute force) saf® st
41 WA

w2H-0%: fEIGHIT FHART TIAT I SAINS A5

b | T I SAEAAS AT

(5) TN FEAPE AT IR AT GG FArF7 2= T IO 2@ 932
TG CFLa o1 FCANP T I A0 ToF A5t Tt 2300 [R9w Ao 2307,

(x) TEACR [T I AW GRMFATFSIR T I SRAHCST 2078 FIIET T F-
A TS 2301 o FEAL AT I SN SoAF FIAMR SR FfHce 220
128 Tl I =2 A126 331 7 RS AT 3R,

(©) o8 o5tq, FERABR REIES 91 AMFHE TAEGRCS %7 [ifFe 3 925 @R e
A PO SIS 2303,

(8) IMTGIT @ (M2 [T SITret LIS AfAHB-0u (o 3o FTGT 1ot
GFl-515 SpTaet F4t 3

35| FIHEEE S8 afe
) s By (Dead System) @3 Go3 #1305t “wo Sres” Areqy wixeat fKiftes
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SN 99 o4 A, T 3209 @Enrza (Volatile) e (@w=- ww (RAM)
e, R 2T, 7 Sibt, Fersis S, 297ifa) a7 SotesTs R Arewm Trw =1
R4 (v Bieey #fiveme oo fFaaffe Soitesz Rupar <o 32=-

() Sifers T2, R @ e, i iz, 7e A== (slack partitions),

7 %% (slack disk), =tet w12+ (shadow file), 2@iifw;
() Foorzs SBT3 (- Tabe Birsy ¥3 Fize, R 97 Fi3e, (HIel!
139, AHFebT P13, 79 F13e @ TGS F13d, 3opifu;
(o) Frefee Revif3, 2ores, erre ffem, P § PR wee erfae, 2ol
(}) 12 o @7 Boig #1Rr%el: Fige Hrow 230 13 ey @R Stfae=i= s
@ I SR ARAMCR 992 BAMGNIT FANCSIF GNP @ ATHNFS 2206R
Ry M3 Besw 320e W fSREGE T341 I STe TRIG] 41 78| TerReN
6 T IR (SEAGIRA (THH 2300 I TAG ((THH- FEE AT Toffg,
G ferbe Toffe, A1 40P, @heTSE et FiFs Tate, ACrHe 13 Froy,
Zwpifi) TR T30S At [ args Hees A w5 5 (RAM), 71f42 840,
@Henrs A, Brsy Ebed, coiEe NS 93z FITe AfSH FFw T IR
RCIBA1 71309 23|
(o) FREFY aAfFaesd: TEAPRe ARbewE Ay @ARFEPER IR s Faefen’

AfFFmearaa T 7 A0S 22011 79 FE g AW A Tt [Rogws
31 ST S SAwI AR Fofn s e afFuesd swfors s say
SIRITRFeR T e 23, &2 AEga:

(¥) S Besy ¢ 2owIq Seile oizdd;

(¥) ZIP, RAR 932 G+f&F 5T FILePMR;

(°l) (V2 I, TR0 FReDIfE, Topifv oifgee;

(9) foferbre =g fRoded;

(¢) JfRAT =T FIREPTR TSI,
(5) I @ AR g
(®) R 43079 129 ofeosad;
(&) SATCaBe BIees @ &ef geitie |
(8) TS AHFHIN: RIS (ST @ HAGHIe Gore Tolfe FFgard F>a 2231 AT | 12
BT T2l 383 A1 (@ (ST 2HF&IR % 6e Toire fofes s Tt Tate Ff4re 22
q3e TGy ety smfere Ffoe (Installed) sieitafbe BSieew, 2e o, st
af2e @3 fofers Soife fbfee ¢ Jnga 41 =
(F) (STS 7ETR: 92 *%ST BIAE (@ IR T3 vy [RAe AFF T @,
frarffes s 1yarg ST B9 23S T J7gaid IS 220R:
i. @ (Keyword) e <fm <41, »iza =wiewsd (File
Carving), 932 o1% g12s 22 w9<9ze %9 (Un-Allocated
Space), Rete ¢ (Partition table) wif2s <=1
ii. e O 1 Tofre weAcafbe Biesw I w13 Birsee sefs ww oizyfar
e (Keyword) it gfemn aifzs w4t /@'J/
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iii. 3% O 1 Toife woicalbe s It F139 Birbrae wefe J7 ei3f
FFRIR T13 e gt e 137 w4
iv. T 3G BIETeA (S Wi [Roraw GRe sfmw s vz frdoe
eyt 31f2q #9341
(%) FfErre sNgai: B w12a Hrsee Sfere 3 Jwfors by, (3an &
IR, YR (T FILe, FIRETH TS| G, SLTAFS i 29710) A& IR
T 23 AT | F13 BB 927 A7gaid FA0e w12cerR [fow tafHey, vai:
TR SISO, PIRCE 49, PR A1, A2, <G, ©fqd, 7947 @
Syt fRacas ofg faeq sfaar fasfde gioerg opmd 3fHcs 230, 32
1. e g F1eae TS e P13 Y A 9ol s Afifoe w12

g @ fAdfiae;

ii. SIS FIEH AT 8 4374, FIEA (ROIF U2 SRS fofers Aqwiq
Gy 2SI PIZTTYR SIA;

iii. R T FREPIR FFgI;

iv. 1SS i3t YRS, GfEFebs ¢ f&e w4 FIIPIR A7gwS;
V. TR TGS F16! B AT
Vi, SRGIFS FH *HEF |
() Frbifie: FTaBR Rraae A F3a WfaR oy b T3t 3 e
fResraers 4R Rrebifae o1 2R 92 g @RS 752 Awfore I ayfers
ST SATGRGL PICET ST (A FIPHRE F6ie S1s 41 @ M52 Aafore
ST S0y FIRETRA TATS-SISICa Y (& ALy Wifo2 ST 22 A |

vo | (1124 G123 A 2&fS

CIRIES SR ORI T 8 AT, (R0 RIS Boii6 @ (AR L7 2ApFeiy
T 3717 GG Fraaloe g @vca [Reve b st Ko=) (ki3 Tetssy ug

FEARE 9 AR Awfo1yz g

(F) TufEFn efFaeae: e fTeres 3 f[RfSs 49 YT eTY, THH S| IS 26T
R TR [ease fon Wa gres) 3R e [ewiie st §a
FUSFTSIR R e ©2y Toite sifFwesd sfRcme @ N e Awfsre
512 Ff¥Ie e 2|

(%) Rrebifde: sAdiga® GNRIge [Tz g ©f Soiftas 512% ol 2319 fF=o1fse ot 2w
@S- AT T, @aNa ¢ S=piy e F13 aq Wt 3T J2fFe
STFESI A1 §opt Tl 2= @ T3 ¥ fF=biw F41 A2
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w2¥-do: fSTEGIE FRAMPE T 1 ST [Feaze

O | FEAPIP FIAT 9 wiefre [{ease

(5) TOfEGT ot 9t wiee Reswet ovea fofEbte fFHRiefer R, 2oz0 @F oHER
SO YT TH (0) @ IS ‘wiRfie FRETW Regw FEaier Seely 46fs
SPTRet RO 230F;

(x) TS FeTR AfRf8-08 (o 3o wfeie Rraad dfFw spEd ot 2R

o} | FTR Fiess [Rersd

) b= oz (Trace) 93 2Fracem:

(F) S SR LA TO2 FATHR I FEfErbier fEor2s1 gl S AL A
e YRS SRt fSfabre b aifw wiet 3= iy g oz T=eas
Il Sae g o2 1= SRIGTT F0=|

(%) FErer2 =reecay bR e Srad vt 230
) == = (Slack space);

(ii) swsms > (Unallocated space);
(lii) MFT «@fG;
(iv) RAM;
(71) SRS *HTSCN N0 93+ B e Sty 41 20!
(1) AT 7 '
(i) > az© FIREA 778
(iii) =tet rae;
(dv) Frees Revifs;
(V) FeeR 7
(Vi) 3T Iz @laeg;
(vii) T9% TS,
(viii) Pagefiles.sys
(ix) Hiberfil.sys
(X) Sferes =jicet ;
(X1) sreaeEre Reoifd|
() RRfeq 231 oz wzad swfe:
(F) AL,
() S FfY (@S, =7© A5, (ArEct=);
() %9 ¢ fefe;
() THIEG TG FF2)el T T SIS RO THHAD I (AF [

21 Sire Tl I, TA: /@)/

(i) eTI=AIIe0 qow fReoify;
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(if) TI=eTeT TP < BRI IBRD R,
(iii) 3% 3t Feifat;
(v) G SAi=A;
(V) FfFe TR;
(Vi) 713fFs 2oeiq (W @ AP,
(vii) T2 fr 9z @ff 1z;
(viii) THREE & e[ A,
(&) TG SIIS;
(v) faafefe e FT6Te eers sif3fef amt siafre e,
(i) foe1351 sftewrs o @32 AGeIe 513w;
(ii) sFbews EifbeT;
(iii) AT G2 267 FILTP;
(iv) foetzor 327 eifis;
(V) 2T&R o2,
(Vi) @AI2-F1 HLT;
(Vii) s cataiess sifert;
(viii) 2C&q GISIZI[HT GF G
(ix) @& 37 (AP, To7ifa)
(R) &5 TR
(&) G=fear=;
@) samPe i1 (Unallocated Space);
() FTCE 932 RO CoItaw;
(5) FIB5R 3

vo | (I]I2e o123 U Boire fRrasd

(d) CTRIZE Tzt AR @R @@, a0t 139 ¥32 3209 AR @R
fAfME o7y @ wifqd sAfes ATF | SiRRIe! (iaree fTerae Hfeat w12, =<, fafHas
@I, 2971 3123 A |

(R) Iz fEerzer ffete forzs (Trace) cifdf<=:

(F) CECICaT Tofa;
(%) ﬁf@mm;
(51) STy TS|
(0) CTIIEe ferRer [ifen 9919 o wizzd wfe:
(@) ¥4 Reolfs;
(¥) FO71F o175,
(o) GG (TTe G2 TCA3;
@ =3, fofoe ¥ s,
(&) TBIREG 6 Broif €32 5 oFrs 5; /@)/
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(5) 571G 17 @32 (CAT&re SApifece=ie;

(®) CTrite ffe Sreies;

() TSR @32 HIBR;

(F) (VRITH @GS, eA3-F13, Z-52 AL,

(@) (TP, SIZETH 8 (FeIRE7E;

(5) ©Fes, fAHfSam 8 Sy #13e dfearesd swseurs, 3eyifu)

2H-5Y: FEAP A Ao @ T

08| TFEAPE 2SI ggoTad @ TAg o
FEAGE AR AT @ TR (FCa FSEbTe fwiefel R, 0%0 I ©FHEH
5od STy e ‘AfAgEad ¢ AfSrav egeaad’ R NSO *6f® S Ffare
22|

0G| FEAE T SoFRIoN

) RfEsE FrEate [ReEe I 4w Fowa SHgeiEe T abd 43feTe
WQWWQHEWWWWWﬁ@?WWWP
IfRice Y 7

(}) TEAGRE Rerse 3 A O [Reged IROrHME A9 oY Afawd ¢ Feres
FEAPE ARSI TIGT I 230H;

(©) 93C%cg Sy ffEbe st el ke siwegs AR daeE RemEifie
FE6 e It 7@l (Tools) 93 Jerifet 839 T4t IO AH|

0L | EIENF a1 GBI sy Asreiing a=aaearer

FEALR RIS I A RIS A=A roe Mave {REbry F83 TR i
S&BIe A7 2l YT SIS 220-

@) ABwer (Authenticity): FERER 2feraueE @ @I M AFTCT A TGl
GNTSIE TAEIPTe 2300 33W@ (@ WAnE [qofee At I @ fef&be F3ar A
SIETTCed ROeel 3o W1 7S Arwgpieefors o o,

@) s>fer (Completeness): 6@ Ta1 a1 wiECes [Reawd TE @@=
AOTAC @I SFPTHR AT o1 FHF F)eferd I FH0 92 FA9g WA
(ISR AT SR 51t Ae A1 ey egpee 341 e 15

() fRSzcaaret (Reliability): fefeber T3t It Siee 72az ¢ JRCad e @
FRAAPTCRIATST T ARTS (@1 2AF1F WA 8 1 2 G2 RIW draraay <
a3 FR0o 2303

@ feeicnaret (Trustworthyness): fefebre sr-eue fRAmareret orgeN

(&) >geifsret (Proportionality): f6f&bie sy asie 72 8td Sy TI7© *afo
ST T 2200 QA VY
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9L 3%: TEfGhIe TR REERT TR Mavs

09| T TEF GPIRAY A0S

9R JIRE ae 230 e T ik AR Raaffe stavs swpre $fEw, 72t

(¥) ISO/IEC/BDS %90%¢: (552 ¢ ST A1 @IaTSr Sdize Iroiifs;

(¥) ISO/IEC/BDS s¢8bs: (FFG5% 3ol

(") ISO/IEC/BDS x%0va: fOf&bGIe 31y *Riarsad, ez, Sifege 92 siegmpd i,

(¥) ISO/MEC/BDS xd08y: WoAl ©W¥ &7 Jeiiarst ¢ Sogwel fHgsiew
A3/ AT ie;

(&) ISO/IEC/BDS xq08y: fSf&bIel sty Rraget @ =g e,

(5) ISO/IEC/BDS 34089: b+l ©7(3F 2&%f® @ Afexrat;

(®) ISO/IEC/BDS s90¢o: 2T fBoeifd)
(FEfEBte fmi=fet RfRste, 3030 @7 &3 38 W7 B4R (3) -9 fRifE)

H-50: FEAPTE IR *Jeifoni AReeFa9 (Quality Assurance)

ob | ooy [ o

FEARTE ROAE I ATE 9GP FERALK A6 Sy Reawy Rawemyz:
(F) FEARE TIYA! A TS [Frars afFa e,
() TEARE REs 31 A5 v,
(°) TR T A1 ST R gge w@eifey [age);
(}) TR TAT 1 SIS f{earet Aefog f[Geqe;
(&) 37 21 G2 ~afS;
(5) TCIARE FIAT I WS [Rearget oifFe sptay RFwifi)
(fSf&B1er fat=far fAfaare, Roz0 @7 R 38 ¥z T41-RMR (3) PR Wi faf*se sfie 2369)

o> | Yooty fAffsesateR Bsime (Component)

e ffFsewsd ¢ e BRbE FrEafee et aeqmmes AffB-0q g I
eteieai SRR Boimis T Gfers Spme e

we*-58: 39y Rz

8o | I T SEAATST ©A-TAS H e
Wwﬁf@mﬁmﬁwamwmmwmﬁ@waﬁmmw%@m/@/
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Hewe ST AEIe BfEbE FEatR @i, AR SHqeiEee), T oRFgs
i s sRfg el Sfee AN 932 Terget fofebie Fymt It JEwe A ©y-Tire
FALTHNR (g FOTGBTe CHITATS TBIRAD AR SI<g RS 237!

8| TIIANE AT oAV T AA

43 ATTHAIRHL SR FEADIE [CEEA A A TS TG, AW FAF, A= I {7
st g, RS ST ey 7 $H0e 23|

83| ©-THACE (oISt

GBI FEADT TR FEADIE [ROITF I HAAHITE e FAPO! @ FHBIA TR (0TS
3 AW G P OA-TATS (AAIofATe! Iey IR

8w | fefEbe Faie @ra Afasre=t
OfbIe fatofat o3, Y05y, fefebre Aot R, Y030, €32 W2 e [ye f[fR-
R SPTReFe b FEARR iad IO FrfF ~AfwIfe 23R|

88| fATA= Wit *Fere!

@I BT FEAOT TR 63 AZUAER afetiens wome 226, FRefRwE, ffkesr,
Borgel FIel LIS YTTT BIFZE @2 AAIBTHNZH SPRCeR &= et g Ffre Afe; @32
T (I AT i 41 230 A8 S 1R T2 dfoeArercs a4y A3

8¢ | SR2f®

AR @fFTs, @I AWE ST &= @2 AZeereEms e @1t Rerea gt 230,
AYARBITT TGS SRS S ACATT SRS a7 Fce A

8 | MITHI AR AT

o) ffEbE @t @ 9 % @vg (Domain) 33 HifeRE, w2t Mo,
sfEeaat ¢ IT fofes wfele T &S ITIT IO WA OF (Flg 92
SN2TeT3 RGN FERAPRE MR &y I F2FF a9t e [Refbe 2@

(3) @2 ATTARH 9F SO o7%] 220 FOIGBIT FRALRE RS AR @ FL- =AM
ot I IR G eRfeeir 2y sEe (Tools) 93z 7
(Approaches) & o1 el F41|

(0) ofEers #fFae, Rfew M4F 2200 2AiY @, AT wfoworn fSfre @ MRey
fRafiresita g < IR

: Lo
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Af*8-03
"TW-OQ
Afaf*B-00
Aff*8-08
A 8-0¢
3 B-ou
Afaf*8-09
Af#8-o1

sifafgsyces wifert

G 9T 5%

fSf&G1e Fa=1 3t Srere f{rsraet aifew

fefebier a1 3t Setirs wfteze aifears Grl-s15
ST A sifearg Gt-o1s
DRRICEICRBIEACE R CNGEaC

TN TR AR g 92
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AfRB-0): FEfEDIT TR FIRI GHAIEE Tl

wwery g% (Topic)

TRl oy wwoig (SKill Set)
Organization of Computer; How computer stores data;
Computer Foundation | Bits & Bytes; Evolution of digital media and storage
system.
Decimal, Hexadecimal, binary; Little Endian, big
File System Endian, Sectors, cluster, slack space, Metadata, data,
Foundation filename, FAT, NTFS, EXT, HFS.
Law Enforcement and Regulators; Infroduction to
Introduction to Forensic Science, Electronic Evidence and its nature,
Investigation and Categories of Electronic Evidence, Methodology;
Digital Forensics Forensic Technologies.
Identification Gather facts of the Case online; Preserve the gathered
Information Gathering | facts.
Collection First responder roles and SOP; Dead Acquisition and
& Collectlion.and Live acquisition; Choosing the best data acquisition
Examination Examination method; Triage method; Triage tools.
Storage Technology; Damaged HDD and Flash drive
Data Recovery symptoms; Logical and physical recovery; Data

recovery tools; Recovery of data using tools.

Computer Forensics

OS Technology; Metadata Registry; Artefacts; Data
Extraction; Data Analysis; Data Hiding Technique;
Analytics of large sets of data; Memory Analysis.

Analysis ; Mobile phone technology and evolution, User,
Mobile P hone Telecommunication provider technology, types of
Forensics data, acquire and analysis tools, preservation of data.
Network types; Internet history files and Cookies;
Network Forensics User credentials; Network forensic tools, preservation
of data.
Audio, Video and Understanding the technology; Enhancement; File
Image Forensics authentication; comparison.
Social Media Forensics
e Database Forensics
e Drone Forensics ) .
it 3 ; Understanding the technology; Accessing data from
chhfolf * Vehicle Forensics | 4ho device; Data extraction; Data analysis; Data
& . Shipbourne Forensic | interpretation; Reporting the findings.
e Cryptocurrency
Forensics
e Biometric Forensic
Report Writing Format of the report; Effective result presentation to
stakeholders.
Presentation Laws related to case; International laws; International
Law and Mock Court | collaboration; Presenting expert testimony in court;
Introduction to court structure; Submitting electronic
evidence to court;
Etiquette i Professional code of ethics; ethical and non-ethical
Etiquette code of conduct.

E
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_ Understanding standards; Conducting audits; Quality
Lab Quality Management management systems.

Management | - Identify Hazards; Health and Safety measures; Self
Health and Safety protection.
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AfAB-0x: &G TR AN®IF (51 SRIGA FI

S| SfABaAE @RI ATOIIHT J:
IPEAD :
e :
FleEy|

3| SFIHA2E AR FATOF A
sl :
QAT P

Ik G IEREEER

©if94: 00-00-0000

TS 52 @ {11, A1/ TSt @ (el

SFSTRFINF 1, A =3 779 (3™
) @ B

SR AT, G126 ¥94 (I A=)
@ P!

DICGIER R S AEERD

8| fEfEbIe Tl Arwa @ Siered (exhibit) <9

SEsICed (exhibit) wzfE @ 52fwY
IEEEE]

I, (&, T4 ¢ FoIF Serei Aren
ferae=?

CIC | P TACE AU |

AR ARS AT SR/ B hw/wy
@2

39
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@ | SIS (AR R 432 A A

(CarFg/-)

w.5 | A% fAfie dzei offee ¢ om:

b3 4TS e R

L. | AZIFIR FHFSE A, A @ FH:

q| o3 CITY SIS A WG SR @ 77y, AR, Tyt Mot @ Arwes f==

q.5| FET J¢, ©IfFe 8 AW

q.3| AAFFS wered €99

Q0| SENS A A4S

v | =$tafe (Terms and Conditions):
FraAlE farerad % fea: R FEABE ST SIS A1 I TSR & e 1S o FR

mﬁmﬂmmw:ﬁﬁmw@aﬁvmﬂmmmmm,Ww@wmmmmmmmmz
AR RO T BES (1 (] B2 SATGSE A (neAwers AS A3 T R

mmmﬂmm:mmmmmmﬁmm faTarne| S{fESTeTE AW TIA! I SACSS TLES] T G
Wmmwwﬁﬁ,mmeaﬁmﬁlmmﬁm«mmmmmﬂﬂmwmﬂﬁmmm

aﬁﬁ'@mwﬁﬂmmm:WWMWWmmem#WWWmWW
ﬁmmmwﬂmﬂﬂmmmﬁmwm|G@mmﬂuommﬁﬁmﬁvmmﬁmmm
Broife w1 3| Frifa o SRR w4ie F91 A

[ ZIgaIR SO A1, AHA S HFA [ eI FHeOIA A, A @ HHH
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f3f¥8-09: 527 ¥ F1%6f% (Chain of Custody)

HERO/Ex | TOEEI ©ifdy) © FNEE [RIed
wiferet 999 A/ EH
FREEIRIEREEEC REREIFIEREEER

53 oF I8 G@fFe 99 (Chain of Custody Tracking Form)

@ 999 wifgy
LGHER
@Fw
SIRPHEI AW @ W
R RICEREEER!
3Gy | AR 5399 (ewH, Fe 994, oy, Red Bz @6 Fg9)
Bk
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(b2 9T I

gREY | elfire | e (9w e A7 (FTT e ERSITRAD]
= Y w13fY) EIEI)
(TS 2T fFof
@ 99 wifge
EGHEN
&SRR
A |V @ v
SRR EICERERED]
3Gy | sifae ﬁw¢f(ﬁr@ﬁ,@ﬁ¢m,w,ﬁmf§$ﬂrbﬁﬂ)
T
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SAfRIB-08: FORIBIET T a1 wieriare e elfeat

image File

A

Identification of artifacts
categories and pnoritize them

I

v

v

v

v

v

i i " il ™ ' N i ¢
Office Pictures internet User . £
. Documents Videos Browsers Activity Enctyption
N, e P, 5 J 4 A N J N
Search for
s Cheos Fiter for various instalied o
Filter for various media formats, internat Parse user %’0&%9’3‘8
s encryplion
office formats. e JPEG, JPG, browsers specific :
i.e docx, odt, GiF. PNG, AV, artefacts, e.g
pptx. odp and WMV, MKV racently used
Parse various xlsx based on MPEG and MP4 documents,
emall clients the signature nased on the Farse browser arounss
format, i e PST, nistory, cache, Search for files
e signature devices and
OST MBOX form field with big sizes,
ok - most frequentiy unknown file
B&SS\HW&S started software signatures and
high entropy
Ibookmarks. web .
Search for searches and
Webmail Generate browsing
Search picture Sessions
documents thubnaits. split If encrypted
according to videos into volumes/files
case request thubnails for Create user were found
Recover HTML faster viewing activity timeline gather
Fage ncluding iogs information
g Export data into . ang I{%f&? * sbout
readabie format passwords
Analyse | & spreadshest inciuding RAM
Filter Emails thubnails
according to according to
case reguest case case
Export request Build a
documents and Export timeline dictionary and
its metadata ; Fiiter data for into readable use CPU cluster
Export Emails Export Media case specific format to atiack the
including and its crferia encryption
aftachments Metadata

include all findings
into forensic report
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AfMB-0¢: RRf&BIeT Tt It ST TS wfReze oifFFwiz Grr-515

Start

Connect forensic cloning device
or narcgware write-blocker

nser hard o i he
cloning device or in the forensic
workstation

enerate exact copy
orensic image using cou

VE d hard-or software Po
toois
Wes
il "
One copy ] [ Two copies
r\ler??y the clones or fcx;ewsicw
@ imagesby hash calculation |-

and comparison J

h. 4

Securely pack the image J

A

urely ransport the mmages

the forensic lab, evidence vault

notary's office or court obtaining
the Chain of Custody

End
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AffRB-0u: FMEATHIT et AfeFa GRI-515

Review request, assess urgency and
amount of data

Urgent or large

data?

triage

Consider conducting

Process exhibits in order of priority <

l

1. Recover deleted
partitions

9. Other-ca_se_—gggl_;if?t.

2. Recover del
files/folde

=

8. Parsing of artefacts

g T

3. Hash filtering

7. Index & keyword
searches

4. Signature Analysis

6. Hash/Signature
analysis for mounted
containers

l

Analyse data

!
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Laboratory

Facility and
Environmental
Condition

Equipment

Staff

11}

AfB-0q: ettwaia Rfvewas Golers

Quality Assurance Components Checklist

Create an Organization Chart at DFL level and at the organization
level. '

. Conduct an internal audit annually.

Establish a procedure to address internal and external complaints,
Establish a procedure to control documentation.

Establish lab premises — access and exits.

Create an access list and limit access by using keys, individually
assigned identi]fication cards, or biometric devices.

Monitor the lab environment regularly — temperature, humidity,
cleanliness.

d. Establish a Health and Safety programme.
e. Establish visitor policy.

Conduct regular housekeeping.

. Establish a procedure for handling, transport, storage, use, repair,

disposal and planned maintenance for equipment.

. Before putting into use, ensure that the equipment is working

according to specifications.

. Implement the maintenance programme. -
. Update the firmware according to requirements.
- Maintain equipment documentation, manuals, and warranties.

Employment Qualifications:
* Conduct background screening prior to hiring.

® Prepare Job Descriptions for staff once hired - See section 3.3
Staff.

Professional Development and Training:

* Establish a training programme for staff - See section 3.3.4 Staff
development.

* Send staff for training.

® Assign mentors for newly-hired staff.

* Evaluate staff's competency by conducting Competency Tests
for newly-hired staff.

o Evaluate existing staff's proficiency by conducting annual
Proficiency Tests.

* Participate in external or inter-laboratory Proficiency Tests.

¢ Obtain technical certifications.
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Forensic
Method

Service Request

Evidence
Handling

Forensic Result

a. Establish SOPs for conducting DF examinations.

b. Keep a document of forensic methods, such as conducting a live

acquisition, updated and available to Examiners.

c. Conduct verification on methods introduced to ensure the DFL can
use them properly.

d. Conduct validation when using any method: non-standard method,
lab-developed method or standard method used outside its scope.

e. For ease of operation, use an internationall\(#aceepted method in
DFL, such as SWGDE.

Establish and implement a policy and procedure on the service request.
This should contain:

The process for accepting or rejecting the request.

The process for resubmission of the request.

The requirement for having a concise request or case objective.
Formal acknowledgment from the Requester and the Examiner,
indicating that both parties agree with the work before the

e. Forms or other methods to be used to document the request.

a0 oo

Establish and implement a policy and procedures on evidence
handling. This should contain:
a. Evidence preservation
Evidence labelling
Evidence sealing _
Items to document - including the chain of custodly
Evidence that is left unattended '
Precautions for securing and handling the evidence
Storage and retention

@« >0 000

See Appendix K: Electronic Evidence Handling for details on evidence
handling.

a. Keep technical records to support the forensic result. The records
must indicate the Examiners conducting the process, and the
date. Amendments to previous records must be tracked.

b. Conduct technical and administrative review of the forensic
results.

c. Authorize the forensic result before releasing to the Requester.

d. Establish a common format for a forensic report.

See Appendix J: Common Requirement for Forensic Report

e. When providing an opinion, it must be clearly marked in the
forensic report.

f. Establish a process for amending a forensic report.

i
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